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Abstract

This paper studies the complexity classesQZK andHVQZK, the classes of problems having a quantum com-
putational zero-knowledge proof system and anhonest-verifierquantum computational zero-knowledge proof
system, respectively. The results proved in this paper include:

• HVQZK = QZK.

• Any problem inQZK has apublic-coinquantum computational zero-knowledge proof system.

• Any problem inQZK has a quantum computational zero-knowledge proof system ofperfect completeness.

• Any problem inQZK has athree-message public-coinquantum computational zero-knowledge proof
system of perfect completeness with polynomially small error in soundness (hence with arbitrarily small
constant error in soundness).

All the results proved in this paper are unconditional, i.e., they do not rely any computational assumptions such
as the existence of quantum one-way functions or permutations. For the classesQPZK, HVQPZK, andQSZK
of problems having a quantum perfect zero-knowledge proof system, an honest-verifier quantum perfect zero-
knowledge proof system, and a quantum statistical zero-knowledge proof system, respectively, the following
new properties are proved:

• HVQPZK = QPZK.

• Any problem inQPZK has apublic-coinquantum perfect zero-knowledge proof system.

• Any problem inQSZK has a quantum statistical zero-knowledge proof system ofperfect completeness.

• Any problem inQSZK has athree-message public-coinquantum statistical zero-knowledge proof system
of perfect completeness with polynomially small error in soundness (hence with arbitrarily small constant
error in soundness).

It is stressed that the proofs for all the statements are direct and do not use complete promise problems or those
equivalents. This gives aunified frameworkthat works well for all of quantum perfect, statistical, andcompu-
tational zero-knowledge proofs. In particular, this enables us to prove properties even on the computational and
perfect zero-knowledge proofs for which no complete promise problems nor those equivalents are known.

http://arXiv.org/abs/0705.1129v1


1 Introduction

1.1 Background

Zero-knowledge proof systems were introduced by Goldwasser, Micali, and Rackoff [15], and have played a central
role in modern cryptography since then. Intuitively, an interactive proof system is zero-knowledge ifanyverifier
who communicates with thehonestprover learns nothing except for the validity of the statement being proved in
that system. By “learns nothing” we mean that there exists a polynomial-timesimulatorwhose output is indistin-
guishable from the output of the verifier after communicating with the honest prover. Depending on the strength of
this indistinguishability, several variants of zero-knowledge proofs have been investigated:perfectzero-knowledge
in which the output of the simulator is identical to that of the verifier, statistical zero-knowledge in which the
output of the simulator is statistically close to that of theverifier, andcomputationalzero-knowledge in which the
output of the simulator is indistinguishable from that of the verifier in polynomial time. The most striking result
on zero-knowledge proofs would be that every problem inNP has a computational zero-knowledge proof system
under certain intractability assumptions [11] like the existence of one-way functions [24, 17]. It is also known
that some problems have perfect or statistical zero-knowledge proof systems. Among others, the GRAPH ISO-
MORPHISM problem has a perfect zero-knowledge proof system [11], andsome lattice problems have statistical
zero-knowledge proof systems [10].

Another direction of studies on zero-knowledge proofs has been to prove general properties of zero-knowledge
proofs. Sahai and Vadhan [28] were the first that took an approach of characterizing zero-knowledge proofs by
complete promise problems. They showed that the STATISTICAL DIFFERENCEproblem is complete for the class
HVSZK of problems having anhonest-verifierstatistical zero-knowledge proof system. Here, the honest-verifier
zero-knowledge is a weaker notion of zero-knowledge in which now zero-knowledge property holds only against
thehonestverifier who follows the specified protocol. Using this complete promise problem, they proved a num-
ber of general properties ofHVSZK and simplified the proofs of several previously known results including that
HVSZK is in AM [7, 2], thatHVSZK is closed under complement [26], and that any problem inHVSZK has
a public-coin honest-verifier statistical zero-knowledgeproof system [26]. Goldreich and Vadhan [14] presented
another complete promise problem forHVSZK, called the ENTROPY DIFFERENCEproblem, and obtained further
properties ofHVSZK. Since Goldreich, Sahai, and Vadhan [12] proved thatHVSZK = SZK, whereSZK denotes
the class of problems having a statistical zero-knowledge proof system, all the properties forHVSZK are inherited
to SZK (except for those related to round complexity). Along this line, Goldreich, Sahai, and Vadhan [13] gave two
complete promise problems for the classNISZK of problems having a non-interactive statistical zero-knowledge
proof system, and derived several properties ofNISZK. More recently, Vadhan [31] gave two characterizations,
the INDISTINGUISHABILITY characterization and the CONDITIONAL PSEUDO-ENTROPY characterization, for the
classZK of problems having a computational zero-knowledge proof system. These are not complete promise
problems, but more or less analogous to complete promise problems and play essentially same roles as complete
promise problems in his proof. Using these characterizations, Vadhan proved a number of general properties forZK
unconditionally (i.e., not assuming any intractability assumptions), such as that honest-verifier computational zero-
knowledge equals general computational zero-knowledge, that public-coin computational zero-knowledge equals
general computational zero-knowledge, and that computational zero-knowledge of perfect completeness equals
general two-sided bounded error computational zero-knowledge.

Quantum zero-knowledge proofs were first studied by Watrous[32] in a restricted situation ofhonest-verifier
quantum statistical zero-knowledge proofs. He gave an analogous characterization to the classical case by Sa-
hai and Vadhan [28] by showing that the QUANTUM STATE DISTINGUISHABILITY problem is complete for the
classHVQSZK of problems having an honest-verifier quantum statistical zero-knowledge proof system. Using
this, he proved a number of general properties forHVQSZK, such as thatHVQSZK is closed under complement,
that any problem inHVQSZK has a public-coin honest-verifier quantum statistical zero-knowledge proof system,
and thatHVQSZK is in PSPACE. Very recently, Ben-Aroya and Ta-Shma [3] presented another complete promise
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problem forHVQSZK, called the QUANTUM ENTROPY DIFFERENCEproblem, which is a quantum analogue of
the result by Goldreich and Vadhan [14]. Kobayashi [21] studied non-interactive quantum perfect and statistical
zero-knowledge proofs again using a complete promise problem, which can be viewed as a quantum version of
the classical result by Goldreich, Sahai, and Vadhan [13]. It has been a wide open problem if there are nontrivial
problems that has a quantum zero-knowledge proof system secure even against any dishonest quantum verifiers,
because of the difficulties arising from the “rewinding” technique [16], which is commonly-used in classical zero-
knowledge proofs. Damgård, Fehr, and Salvail [5] studied zero-knowledge proofs against dishonest quantum veri-
fier, but they assumed the restricted setting of the common-reference-string model to avoid this rewinding problem.
Very recently, Watrous [34] settled this affirmatively. He developed a quantum “rewinding” technique by using a
method that was originally developed in Ref. [23] for the purpose of amplifying the success probability ofQMA,
a quantum version ofNP, without increasing quantum witness sizes. With this quantum rewinding technique, he
proved that the classical protocol for the GRAPH ISOMORPHISMproblem in Ref. [11] has a perfect zero-knowledge
property even against any dishonestquantumverifiers, and under some reasonable intractability assumption, the
classical protocol forNP in Ref. [11] has a computational zero-knowledge property even against any dishonest
quantumverifiers. He also proved thatHVQSZK = QSZK, whereQSZK denotes the class of problems having
a quantum statistical zero-knowledge proof system. This implies that all the properties forHVQSZK proved in
Ref. [32] are inherited toQSZK (except for those related to round complexity), in particular, that any problem in
QSZK has a public-coin quantum statistical zero-knowledge proof system.

1.2 Our Contribution

This paper proves a number of general properties on quantum zero-knowledge proofs, not restricted to quantum
statistical zero-knowledge proofs. Specifically, for quantum computational zero-knowledge proofs, lettingQZK
andHVQZK denote the classes of problems having a quantum computational zero-knowledge proof system and
an honest-verifierquantum computational zero-knowledge proof system, respectively, the following are proved
among others:

Theorem (Theorem 29). HVQZK = QZK.

Theorem (Theorem 30). Any problem inQZK has a public-coin quantum computational zero-knowledge proof
system.

Theorem (Theorem 32). Any problem inQZK has a quantum computational zero-knowledge proof system of
perfect completeness.

Theorem (Theorem 34). Any problem inQZK has a three-message public-coin quantum computational zero-
knowledge proof system of perfect completeness with soundness error probability at most1p for any polynomially
bounded functionp : Z

+ → N (hence with arbitrarily small constant error in soundness).

All the properties proved in this paper on quantum computational zero-knowledge proofs hold unconditionally,
meaning that they hold without any computational assumptions such as the existence of quantum one-way functions
or permutations. Some of these properties may be regarded asquantum versions of the results by Vadhan [31]. It is
stressed, however, that our approach to prove these properties is completely different from those the existing studies
took to prove general properties of classical or quantum zero-knowledge proofs. No complete promise problems
nor those equivalents are used in our proofs. Instead, wedirectly prove these properties, which gives aunified
frameworkthat works well for all of quantum perfect, statistical, andcomputational zero-knowledge proofs.

The idea is remarkably simple. We start from any protocol ofhonest-verifierquantum zero-knowledge, and ap-
ply several modifications so that we finally obtain another protocol of honest-verifier quantum zero-knowledge that
possesses a number of desirable properties. For instance, to prove thatHVQZK = QZK, we show that any protocol
of honest-verifier quantum computational zero-knowledge can be modified to another protocol of honest-verifier
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quantum computational zero-knowledge (with some smaller gap between completeness and soundness accepting
probabilities) such that (i) the protocol consists of threemessages and (ii) the protocol is public-coin in which the
message from the honest verifier consists of a single bit thatis an outcome of a classical fair coin-flipping. Note
that such modifications are possible in the case of usual quantum interactive proofs [20, 23], and we show that this
is also the case forhonest-verifierquantum computational zero-knowledge proofs. Now we applythe quantum
rewinding technique due to Watrous [34] to show that the protocol is zero-knowledge even against anydishonest
quantum verifiers. The final tip is the sequential repetition, which reduces completeness and soundness errors ar-
bitrarily small. This simultaneously shows the equivalence of public-coin quantum computational zero-knowledge
and general quantum computational zero-knowledge. To showthat any quantum computational zero-knowledge
proofs can be made perfect complete, now we have only to show that anyhonest-verifierquantum computational
zero-knowledge proofs can be made perfect complete. Again asimilar property is known to hold for usual quan-
tum interactive proofs [20], and we carefully modify the protocol so that it holds even for the honest-verifier
quantum computational zero-knowledge case. Using this modification as a preprocessing, the previous argument
shows the equivalence of quantum computational zero-knowledge of perfect completeness and general quantum
computational zero-knowledge. Combining all the desirable properties of honest-verifier quantum computational
zero-knowledge proofs shown in this paper with a careful application of the quantum rewinding technique, we can
show that any problem inQZK has a three-message public-coin quantum computational zero-knowledge proof
system of perfect completeness with soundness error at most1

p for any polynomially bounded functionp.
In fact, our approach above is very general and basically works well even for quantum perfect and statistical

zero-knowledge proofs. In the quantum statistical zero-knowledge case, all the properties shown for the quantum
computational zero-knowledge case also hold. This gives alternative proofs of some of the properties obtained in
Refs. [32, 34], and also shows the following new properties of quantum statistical zero-knowledge proofs:

Theorem (Theorem 37). Any problem inQSZK has a quantum statistical zero-knowledge proof system of perfect
completeness.

Theorem (Theorem 38). Any problem inQSZK has a three-message public-coin quantum statistical zero-
knowledge proof system of perfect completeness with soundness error probability at most1p for any polynomially

bounded functionp : Z
+ → N (hence with arbitrarily small constant error in soundness).

In the quantum perfect zero-knowledge case, however, not all the properties above can be shown to hold,
because very subtle points easily lose theperfectzero-knowledge property. In particular, our method of making
protocols perfect complete that works well for quantum computational and statistical zero-knowledge cases no
longer works well for quantum perfect zero-knowledge case.Also, we need a very careful modification of the
protocol when parallelizing to three messages. Still, we can show the following properties:

Theorem (Theorem 22). HVQPZK = QPZK.

Theorem (Theorem 23). Any problem inQPZK has a public-coin quantum perfect zero-knowledge proof system.

Note that no such general properties are known for the classical perfect zero-knowledge case. As a bonus property,
it is also proved that the quantum perfect zero-knowledge with a worst-case polynomial-time simulator that is not
allowed to output “FAIL” is equivalent to the one in which a simulator is allowed to output “FAIL” with small
probability. Again, such equivalence is not known in the classical case.

1.3 Organization of This Paper

This paper is organized as follows. Section 2 summarizes thenotions and notations that are used in this paper.
Sections 3, 4, and 5 treat our results for quantum perfect, computational, and statistical zero-knowledge proofs,
respectively. In order to present a unified framework that works well for all of quantum perfect, computational,
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and statistical zero-knowledge proofs, we first show the results for the perfect zero-knowledge case. This may
involve more careful modifications of the protocols that arenecessary only for the perfect zero-knowledge case,
but once we have presented how to modify the protocols, we canavoid complications arising from imperfect zero-
knowledge conditions when proving zero-knowledge property, which will be helpful to illustrate most of our proof
structures in a simpler setting. Section 6 proves the equivalence of two different definitions of quantum perfect
zero-knowledge. Finally, Section 7 concludes the paper with some open problems.

2 Preliminaries

We assume the reader is familiar with classical zero-knowledge proof systems and quantum interactive proof sys-
tems. Detailed discussions of classical zero-knowledge proof systems can be found in Refs. [8, 9], for instance,
while quantum interactive proof systems are discussed in Refs. [33, 20, 23] and are reviewed in Appendix A. We
also assume familiarity with the quantum formalism, including the quantum circuit model and definitions of mixed
quantum states, admissible transformations (completely-positive trace-preserving mappings), trace norm, diamond
norm, and fidelity (all of which are discussed in detail in Refs. [25, 19], for instance).

Some of the notions and notations that are used in this paper are summarized in this section.
Throughout this paper, letN andZ

+ denote the sets of positive and nonnegative integers, respectively. For
everyd ∈ N, let Id denote the identity operator of dimensiond. Also, for any Hilbert spaceH, let IH denote the
identity operator overH. In this paper, all Hilbert spaces are of dimension power of two.

2.1 Quantum Formalism

For any Hilbert spacesH andK, let D(H), U(H), andT(H,K) denote the sets of density operators overH,
unitary operators overH, and admissible transformations fromH to K, respectively. For any Hilbert spaceH, let
|0H〉 denote the quantum state inH of which all the qubits are in state|0〉.

LetH andK be the Hilbert spaces and letΦ ∈ T(H,K) be an admissible transformation. LetN , X , andY be
Hilbert spaces such thatH⊗X = K⊗ Y = N . A unitary transformationUΦ ∈ U(N ) is aunitary realizationof
Φ if trYUΦ

(

ρ⊗ |0X 〉〈0X |
)

U †
Φ = Φ(ρ) for anyρ ∈ D(H).

The following approximate version of unitary equivalence is used in this paper.

Lemma 1 ([32]). For Hilbert spacesH andK, let |φ〉, |ψ〉 ∈ H ⊗K satisfy thatF (trK|φ〉〈φ|, trK|ψ〉〈ψ|) ≥ 1 − ε
for someε ∈ [0, 1]. Then there exists a unitary transformationU ∈ U(K) such that‖(IH ⊗ U)|φ〉 − |ψ〉‖ ≤

√
2ε.

2.2 Quantum Circuits and Polynomial-Time Preparable Ensembles of Quantum States

It is assumed that any quantum circuitQ in this paper is unitary and is composed of gates in some reasonable,
universal, finite set of unitary quantum gates. For convenience, we may identify a circuitQ with the unitary
operator it induces.

Since non-unitary and unitary quantum circuits are equivalent in computational power [1], it is sufficient to
treat only unitary quantum circuits, which justifies the above assumption. For avoiding unnecessary complication,
however, the descriptions of procedures often include non-unitary operations in the subsequent sections. Even in
such cases, it is always possible to construct unitary quantum circuits that essentially achieve the same procedures
described. A quantum circuitQ is qin-in qout-out if it exactly implements a unitary realizationUΦ of someqin-in
qout-out admissible transformationΦ. For convenience, we may identify a circuitQ with Φ in such a case. As
a special case of this, a quantum circuitQ is a generating circuitof a quantum stateρ of q qubits if it exactly
implements a unitary realization of a zero-inq-out admissible transformation that always outputsρ.
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Following preceding studies on quantum interactive and zero-knowledge proofs, this paper uses the following
notion of polynomial-time uniformly generated families ofquantum circuits.

A family {Qx} of quantum circuits ispolynomial-time uniformly generatedif there exists a deterministic pro-
cedure that, on every inputx, outputs a description ofQx and runs in time polynomial in|x|. It is assumed that the
number of gates in any circuit is not more than the length of the description of that circuit. HenceQx must have
size polynomial in|x|.

When proving statements concerning quantum perfect zero-knowledge proofs or proofs having perfect com-
pleteness, we assume that our universal gate set satisfies some conditions, since these “perfect” properties may not
hold with an arbitrary universal gate set. In fact, this is also the case for some previous studies on quantum interac-
tive or zero-knowledge proofs, including the papers by Kitaev and Watrous [20] and by Marriott and Watrous [23],
when deriving statements with perfect completeness property. The correctness of our results concerning quantum
perfect zero-knowledge proofs or proofs having perfect completeness may be discussed under a similar assumption
to those studies on the choice of the universal gate set. Fortunately, the author learned from John Watrous [35] that
the choice of the gate set would not be so critical and all the “perfect” properties claimed in Refs. [20, 23] and in this
paper hold with any gate set such that the Hadamard transformation and any classical reversible transformations
are exactly implementable. Note that this condition is satisfied by most of the standard gate sets including the Shor
basis [30] consisting of the Hadamard gate, the controlled-i-phase-shift gate, and the Toffoli gate. These subtle
issues regarding choices of the universal gate set will be explained in detail in Appendix B. It is stressed, however,
that all of our statements not concerning quantum perfect zero-knowledge proofs nor proofs having perfect com-
pleteness do hold for an arbitrary choice of the universal gate set (the completeness and soundness conditions may
become worse by negligible amounts in some of the claims, which does not matter for the final main statements).

Finally, this paper uses the following notion of polynomial-time preparable ensembles of quantum states, which
was introduced in Ref. [32].

An ensemble{ρx} of quantum states ispolynomial-time preparableif there exists a polynomial-time uniformly
generated family{Qx} of quantum circuits such that eachQx is a generating circuit ofρx. In what follows, we
may use the notation{ρ(x)} instead of{ρx} for ensembles of quantum states simply for descriptional convenience.

2.3 Quantum Computational Indistinguishability

We use the notions of quantum computational indistinguishability introduced by Watrous [34]: polynomially quan-
tum indistinguishable ensembles of quantum states and polynomially quantum indistinguishable ensembles of ad-
missible transformations.

First, the quantum computational indistinguishability between two ensembles of quantum states is defined as
follows.

Definition 2. Let S ⊆ {0, 1}∗ be an infinite set and letm : Z
+ → N be a polynomially bounded function. For

eachx ∈ S, let ρx andσx be mixed states ofm(|x|) qubits. The ensembles{ρx : x ∈ S} and{σx : x ∈ S} are
polynomially quantum indistinguishableif, for every choice of

• polynomially bounded functionsk, p, s : Z
+ → N,

• an ensemble{ξx : x ∈ S}, whereξx is a mixed state ofk(|x|) qubits, and

• an(m(|x|) + k(|x|))-in 1-out quantum circuitQ of size at mosts(|x|),

it holds that

|〈1|Q(ρx ⊗ ξx)|1〉 − 〈1|Q(σx ⊗ ξx)|1〉| < 1

p(|x|)
for all but finitely manyx ∈ S.
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Next, the quantum computational indistinguishability between two ensembles of admissible transformations is
defined as follows.

Definition 3. Let S ⊆ {0, 1}∗ be an infinite set and letl,m : Z
+ → N be polynomially bounded functions. For

eachx ∈ S, let Φx andΨx be l(|x|)-in m(|x|)-out admissible transformations. The ensembles{Φx : x ∈ S} and
{Ψx : x ∈ S} arepolynomially quantum indistinguishableif, for every choice of

• polynomially bounded functionsk, p, s : Z
+ → N,

• an ensemble{ξx : x ∈ S}, whereξx is a mixed state ofl(|x|) + k(|x|) qubits, and

• an(m(|x|) + k(|x|))-in 1-out quantum circuitQ of size at mosts(|x|),

it holds that
∣

∣〈1|Q
(

(Φx ⊗ I2k(|x|))(ξx)
)

|1〉 − 〈1|Q
(

(Ψx ⊗ I2k(|x|))(ξx)
)

|1〉
∣

∣ <
1

p(|x|)
for all but finitely manyx ∈ S.

In what follows, we will often use the term “computationallyindistinguishable” instead of “polynomially quan-
tum indistinguishable” for simplicity. Also, we will ofteninformally say that mixed statesρx andσx or admissi-
ble transformationsΦx and Ψx are computationally indistinguishable whenx ∈ S to mean that the ensembles
{ρx : x ∈ S} and{σx : x ∈ S} or {Φx : x ∈ S} and{Ψx : x ∈ S} are polynomially quantum indistinguishable.

2.4 Quantum Zero-Knowledge Proofs

For readability, in what follows, the argumentsx andn are dropped in the various functions, if it is not confusing.
It is assumed that operators acting on subsystems of a given system are extended to the entire system by tensoring
with the identity, since it will be clear from context upon what part of a system a given operator acts. Although
all the statements in this paper can be proved only in terms oflanguages without using promise problems [6],
in what follows we define models and prove statements in termsof promise problems, for generality and for the
compatibility with some other studies on quantum zero-knowledge proofs [32, 21, 34, 3].

First we define the notions of varioushonest-verifierquantum zero-knowledge proofs following a manner
in Ref. [32] for the statistical zero-knowledge case. Givena quantum verifierV and a quantum proverP , let
viewV,P (x, j) be the quantum state thatV possesses immediately after thejth transformation ofP during an
execution of the protocol betweenV andP . In other words,viewV,P (x, j) is the state obtained by tracing out the
private space ofP from the state of the entire system immediately after thejth transformation ofP .

Now we define the classesHVQPZK(m, c, s), HVQSZK(m, c, s), andHVQZK(m, c, s) of problems having
m-message honest-verifier quantum perfect, statistical, and computational zero-knowledge proof systems, respec-
tively, with completeness accepting probability at leastc and soundness accepting probability at mosts.

Definition 4. Given a polynomially bounded functionm : Z
+ → N and functionsc, s : Z

+ → [0, 1], a problem
A = {Ayes, Ano} is in HVQPZK(m, c, s) iff there exists anm-message honest quantum verifierV and anm-
message honest quantum proverP such that

(Completeness and Soundness)(V, P ) forms anm-message quantum interactive proof system with completeness
accepting probability at leastc and soundness accepting probability at mosts,

(Honest-Verifier Perfect Zero-Knowledge) there exists a polynomial-time preparable ensembles{SV (x, j)} of
quantum states such thatSV (x, j) = viewV,P (x, j) for everyx ∈ Ayes and for each1 ≤ j ≤

⌈m(|x|)
2

⌉

.
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Definition 5. Given a polynomially bounded functionm : Z
+ → N and functionsc, s : Z

+ → [0, 1], a problem
A = {Ayes, Ano} is in HVQSZK(m, c, s) iff there exists anm-message honest quantum verifierV and anm-
message honest quantum proverP such that

(Completeness and Soundness)(V, P ) forms anm-message quantum interactive proof system with completeness
accepting probability at leastc and soundness accepting probability at mosts,

(Honest-Verifier Statistical Zero-Knowledge) there exists a polynomial-time preparable ensembles{SV (x, j)} of
quantum states such that‖SV (x, j) − viewV,P (x, j)‖tr is negligible with respect to|x| for all but finitely

many(x, j) ∈ Ayes ×
{

1, . . . ,
⌈m(|x|)

2

⌉}

.

Definition 6. Given a polynomially bounded functionm : Z
+ → N and functionsc, s : Z

+ → [0, 1], a problem
A = {Ayes, Ano} is in HVQZK(m, c, s) iff there exists anm-message honest quantum verifierV and anm-
message honest quantum proverP such that

(Completeness and Soundness)(V, P ) forms anm-message quantum interactive proof system with completeness
accepting probability at leastc and soundness accepting probability at mosts,

(Honest-Verifier Computational Zero-Knowledge) there exists a polynomial-time preparable ensembles
{SV (x, j)} of quantum states such that the ensembles

{

SV (x, j) : x ∈ Ayes andj ∈
{

1, . . . ,
⌈m(|x|)

2

⌉}}

and
{

viewV,P (x, j) : x ∈ Ayes andj ∈
{

1, . . . ,
⌈m(|x|)

2

⌉}}

are polynomially quantum indistinguishable.

Remark.In the original definition of honest-verifier quantum statistical zero-knowledge by Watrous [32], the sim-
ulator is required to simulate the quantum state thatV possesses immediately after thejth message, for everyj.
That is, regardless of whether thejth message is sent fromP or from V , the simulator must be able to simulate
the quantum state thatV possesses immediately after thejth message. In our definition, the simulator is required
to simulate it only when thejth message is fromP . Notice, however, that every transformation ofV is necessarily
simulatable by the simulator, which implies that our condition is sufficient and does not weaken the honest-verifier
zero-knowledge property.

Using these, we define the classesHVQPZK, HVQSZK, andHVQZK of problems having honest-verifier
quantum perfect, statistical, and computational zero-knowledge proof systems, respectively.

Definition 7. A problem A = {Ayes, Ano} is in HVQPZK if there exists a polynomially bounded function
m : Z

+ → N such thatA is in HVQPZK
(

m, 2
3 ,

1
3

)

.

Definition 8. A problem A = {Ayes, Ano} is in HVQSZK if there exists a polynomially bounded function
m : Z

+ → N such thatA is in HVQSZK
(

m, 2
3 ,

1
3

)

.

Definition 9. A problem A = {Ayes, Ano} is in HVQZK if there exists a polynomially bounded function
m : Z

+ → N such thatA is in HVQZK
(

m, 2
3 ,

1
3

)

.

Note that it is easy to see that we can amplify the success probability of honest-verifier quantum per-
fect/statistical/computational zero-knowledge proof systems by a sequential repetition, which justifies Defini-
tions 7, 8, and 9.

Next we define the notions of various quantum zero-knowledgeproofs following a manner in Ref. [34].
Let V be an arbitrary quantum verifier. Suppose thatV possesses some auxiliary quantum state inD(A) at the

beginning for some Hilbert spaceA, and possesses some quantum state inD(Z) after the protocol for some Hilbert
spaceZ. For suchV , for any quantum proverP , and for everyx ∈ {0, 1}∗, let 〈V, P 〉(x) denote the admissible
transformation inT(A,Z) induced by the interaction betweenV andP on inputx. We call this〈V, P 〉(x) the
induced admissible transformationfrom V , P , andx.
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We define the classesQPZK(m, c, s), QSZK(m, c, s), and QZK(m, c, s) of problems havingm-message
quantum perfect, statistical, and computational zero-knowledge proof systems, respectively, with completeness
accepting probability at leastc and soundness accepting probability at mosts, as follows.

Definition 10. Given a polynomially bounded functionm : Z
+ → N and functionsc, s : Z

+ → [0, 1], a problem
A = {Ayes, Ano} is in QPZK(m, c, s) iff there exists anm-message honest quantum verifierV and anm-message
honest quantum proverP such that

(Completeness and Soundness)(V, P ) forms anm-message quantum interactive proof system with completeness
accepting probability at leastc and soundness accepting probability at mosts,

(Perfect Zero-Knowledge) for anym-message quantum verifierV ′, there exists a polynomial-time uniformly gen-
erated family{Qx} of quantum circuits, where eachQx exactly implements an admissible transformation
SV ′(x), such thatSV ′(x) = 〈V ′, P 〉(x) for everyx ∈ Ayes, where〈V ′, P 〉(x) is the induced admissible
transformation fromV ′, P , andx.

Definition 11. Given a polynomially bounded functionm : Z
+ → N and functionsc, s : Z

+ → [0, 1], a problem
A = {Ayes, Ano} is in QSZK(m, c, s) iff there exists anm-message honest quantum verifierV and anm-message
honest quantum proverP such that

(Completeness and Soundness)(V, P ) forms anm-message quantum interactive proof system with completeness
accepting probability at leastc and soundness accepting probability at mosts,

(Statistical Zero-Knowledge) for anym-message quantum verifierV ′, there exists a polynomial-time uniformly
generated family{Qx} of quantum circuits, where eachQx exactly implements an admissible transformation
SV ′(x), such that‖SV ′(x)−〈V ′, P 〉(x)‖⋄ is negligible with respect to|x| for all but finitely manyx ∈ Ayes,
where〈V ′, P 〉(x) is the induced admissible transformation fromV ′, P , andx.

Definition 12. Given a polynomially bounded functionm : Z
+ → N and functionsc, s : Z

+ → [0, 1], a problem
A = {Ayes, Ano} is in QZK(m, c, s) iff there exists anm-message honest quantum verifierV and anm-message
honest quantum proverP such that

(Completeness and Soundness)(V, P ) forms anm-message quantum interactive proof system with completeness
accepting probability at leastc and soundness accepting probability at mosts,

(Computational Zero-Knowledge) for anym-message quantum verifierV ′, there exists a polynomial-time uni-
formly generated family{Qx} of quantum circuits, where eachQx exactly implements an admissible trans-
formationSV ′(x), such that the ensembles{SV ′(x) : x ∈ Ayes} and{〈V ′, P 〉(x) : x ∈ Ayes} are polynomi-
ally quantum indistinguishable, where〈V ′, P 〉(x) is the induced admissible transformation fromV ′, P , and
x.

Using these, we define the classesQPZK, QSZK, andQZK of problems having quantum perfect, statistical,
and computational zero-knowledge proof systems, respectively.

Definition 13. A problem A = {Ayes, Ano} is in QPZK if there exists a polynomially bounded function
m : Z

+ → N such thatA is in QPZK
(

m, 2
3 ,

1
3

)

.

Definition 14. A problem A = {Ayes, Ano} is in QSZK if there exists a polynomially bounded function
m : Z

+ → N such thatA is in QSZK
(

m, 2
3 ,

1
3

)

.
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Definition 15. A problem A = {Ayes, Ano} is in QZK if there exists a polynomially bounded function
m : Z

+ → N such thatA is in QZK
(

m, 2
3 ,

1
3

)

.

Note that again it is not hard to see that we can amplify the success probability of quantum per-
fect/statistical/computational zero-knowledge proof systems by a sequential repetition, which justifies Defini-
tions 13, 14, and 15.

Remark.It is noted that, in the classical case, the most common definition of perfect zero-knowledge proofs seems
to allow the simulator to output “FAIL” with small probability, say, with probability at most12 [8, 28]. Adopting
this convention leads to alternative definitions of honest-verifier and general quantum perfect zero-knowledge proof
systems. At a glance, these two types of definitions seem likely to form different complexity classes of quantum
perfect zero-knowledge proofs. Fortunately, it is proved from our results shown in Section 3 that it isnot the case
and the two types of definitions result in the same complexityclass of quantum perfect zero-knowledge proofs. It
is stressed that such equivalence is not known in the classical case. See Section 6 for further discussions on the
definitions of quantum perfect zero-knowledge.

3 Perfect Zero-Knowledge Case

We first discuss the case of quantum perfect zero-knowledge proofs. This gives a unified framework that works well
for all of quantum perfect, statistical, and computationalzero-knowledge proofs. Although we need very careful
modifications of the protocols that are necessary only for the perfect zero-knowledge case, once we have presented
how to modify the protocols, we can avoid complications arising from imperfect zero-knowledge conditions when
proving zero-knowledge property. Indeed, the cases of quantum computational and statistical zero-knowledge
proofs are proved in almost same ways, as will be discussed later, except that we need bit more complicated
arguments when proving zero-knowledge conditions.

3.1 Parallelization of Honest-Verifier Quantum Perfect Zero-Knowledge Proof Systems

This subsection proves that any honest-verifier quantum perfect zero-knowledge proof system that involves poly-
nomially many messages can be parallelized to one that involves only three messages.

In the case of usual quantum interactive proofs, Kitaev and Watrous [20] proved the parallelizability to three
messages. Here we modify their method so that it works well with honest-verifier quantum perfect zero-knowledge
proofs. Actually, the method due to Kitaev and Watrous workswell even in the cases of honest-verifier quantum
statistical or computational zero-knowledge proofs (if the completeness error is negligible, which may be assumed
without loss of generality since the success probability can be amplified by sequential repetition), and thus, we do
not need our modified version in these cases. However, we do need our modified version in the case of honest-
verifier quantum perfect zero-knowledge proofs, since the Kitaev-Watrous method may not preserve theperfect
zero-knowledge property for proof systems of imperfect completeness. We explain this in more detail.

The main idea in the original parallelization protocol in Ref. [20] is that the verifier receives each snapshot state
of the underlying protocol as the first message, and then checks if the following three properties are satisfied: (i) the
first snapshot state is a legal state in the underlying protocol after the first message, (ii) the last snapshot state can
make the original verifier accept, and (iii) any two consecutive snapshot states are indeed transformable with each
other by one round of communication. In order to check these three, at the first transformation of the verifier in the
original parallelization protocol in Ref. [20], he first checks if the conditions (i) and (ii) really hold for the received
snapshot states, which aims to prevent a dishonest prover from preparing any illegal sequence of snapshot states
that can pass the check for the condition (iii) by violating the conditions on the initial and last snapshot states. The
problem arises here, in the check for the last snapshot state, when we want to parallelize a protocol of honest-verifier
quantum perfect zero-knowledge with imperfect completeness. Because of imperfect completeness, the verifier’s
check can fail even if the honest prover prepares every snapshot state honestly, which means that the verifier’s check
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causes a small perturbation to the snapshot states. Now we have difficulty in perfectlysimulating the behavior of
the honest prover with respect to this perturbed state, which causes the loss of the perfect zero-knowledge property.

To avoid this difficulty, we modify the parallelization protocol as follows. Our basic idea is to postpone the
verifier’s check for the last snapshot state until after the third message. At the final verification of the verifier,
he either carries out the postponed check for the last snapshot state with probability1

2 , or just carries out the
original final verification procedure with probability12 . Now the honest-verifier perfect zero-knowledge property
becomes straightforward, since there is no perturbation toall the snapshot states until after the last transformation
of the verifier. The completeness property cannot become worse than that in the original protocol. However, the
soundness condition now becomes a bit harder to prove, because we can no longer assume that a sequence of
snapshot states prepared by a dishonest prover satisfies thecondition (ii), when analyzing the probability to pass
the transformability test for (iii). To overcome this, we show a general property in quantum information theory in
Lemma 16, which is a generalization of Lemma 5 in Ref. [20]. This generalization enables us to analyze the case
in which the last snapshot state may not necessarily make theoriginal verifier accept, and thus, has much more
flexibility than Lemma 5 in Ref. [20], which is applicable only to the case in which the last snapshot state makes
the original verifier accept with certainty.

Lemma 16. Let V and M be any Hilbert spaces. For a positive integerk ≥ 2 and ε, δ ∈ [0, 1] such that
ε < δ, suppose that a sequence of unitary operatorsV1, . . . , Vk ∈ U(V ⊗M) and a projection operatorΠ act-
ing overV ⊗M onto some subspace ofV ⊗M satisfy that‖ΠVkPk−1Vk−1 · · ·P1V1|0V⊗M⊗P〉‖2 ≤ 1 − δ for
any Hilbert spaceP and any sequence of unitary operatorsP1, . . . , Pk−1 ∈ U(M⊗P). Then, for any sequence
ρ1, . . . , ρk ∈ D(V ⊗M) such thatρ1 = |0V⊗M〉〈0V⊗M| andtrΠVkρkV

†
k ≥ 1 − ε,

k−1
∑

j=1

F (trMVjρjV
†
j , trMρj+1) ≤ (k − 1) − (

√
1 − ε−

√
1 − δ)2

2(k − 1)
.

Proof. Let P be a sufficiently large Hilbert space so that we can take a purification |ψj〉 ∈ V ⊗M⊗P
of ρj for each 2 ≤ j ≤ k − 1, and let |ψ1〉 = |0V⊗M⊗P〉. Notice that |ψ1〉 is a purification ofρ1, and
Vj|ψj〉 is a purification ofVjρjV

†
j , for each1 ≤ j ≤ k − 1. Let ∆j = 1 − F (trMVjρjV

†
j , trMρj+1) for each

1 ≤ j ≤ k − 1. It follows from Lemma 1 that there exists a unitary transformationPj ∈ U(M⊗P) such that
‖|ψj+1〉 − PjVj |ψj〉‖ ≤

√

2∆j , for each1 ≤ j ≤ k − 1. Hence we have

‖ΠVk|ψk〉 − ΠVkPk−1Vk−1 · · ·P1V1|ψ1〉‖
≤ ‖Vk|ψk〉 − VkPk−1Vk−1 · · ·P1V1|ψ1〉‖
= ‖|ψk〉 − Pk−1Vk−1 · · ·P1V1|ψ1〉‖

≤ ‖|ψk〉 − Pk−1Vk−1|ψk−1〉‖ +
k−2
∑

j=1

‖Pk−1Vk−1 · · ·Pj+1Vj+1|ψj+1〉 − Pk−1Vk−1 · · ·PjVj|ψj〉‖

=

k−1
∑

j=1

‖|ψj+1〉 − PjVj|ψj〉‖

≤
k−1
∑

j=1

√

2∆j .

On the other hand,

‖ΠVk|ψk〉‖ ≤ ‖ΠVk|ψk〉 − ΠVkPk−1Vk−1 · · ·P1V1|ψ1〉‖ + ‖ΠVkPk−1Vk−1 · · ·P1V1|ψ1〉‖

≤
k−1
∑

j=1

√

2∆j +
√

1 − δ.
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Notice that‖ΠVk|ψk〉‖ ≥
√

1 − ε, since|ψk〉 is a purification ofρk andtrΠVkρkV
†
k ≥ 1 − ε. Therefore,

k−1
∑

j=1

√

∆j ≥
√

1 − ε−
√

1 − δ√
2

,

and thus,

k−1
∑

j=1

F (trMVjρjV
†
j , trMρj+1) =

k−1
∑

j=1

(1 − ∆j) = (k − 1) −
k−1
∑

j=1

∆j ≤ (k − 1) − (
√

1 − ε−
√

1 − δ)2

2(k − 1)
,

as desired. �

Using Lemma 16, we can show that our modified parallelizationprotocol above indeed works well, and we
have the following lemma.

Lemma 17. Letm : Z
+ → N be a polynomially bounded function and letε, δ : Z

+ → [0, 1] be any functions such

thatm ≥ 4 andε < δ2

16(m+1)2
. Then,HVQPZK(m, 1 − ε, 1 − δ) ⊆ HVQPZK

(

3, 1 − ε
2 , 1 − δ2

32(m+1)2

)

.

Proof. Let A = {Ayes, Ano} be a problem inHVQPZK(m, 1 − ε, 1 − δ) and letV be the correspondingm-
message honest quantum verifier. For simplicity, it is assumed thatm takes only even values (ifm(n) is odd
for somen ∈ Z

+, we modify the protocol so that the verifier sends a “dummy” message to a prover as the first
message when the input has lengthn such thatm(n) is odd). LetV be the quantum register consisting of all the
qubits in the private space ofV , and letM be that consisting of all the qubits in the message channel betweenV and
the prover. For every inputx, V appliesVj for hisjth transformation to the qubits in(V,M) for 1 ≤ j ≤ m

2 + 1, and
performs the measurementΠ = {Πacc,Πrej} at the end of the original protocol to decide acceptance or rejection.
We construct a protocol of a three-message honest quantum verifier W .

For every inputx, at the first message the new verifierW receives quantum registersVj and Mj from the
prover, for2 ≤ j ≤ m

2 + 1, where eachVj andMj consist of the same number of qubits asV andM, respectively.
W expects that the qubits in(Vj ,Mj) form the quantum state the originalm-message verifierV would possess just
after the2(j − 1)-st message (i.e., just before thejth transformation of the verifier) of the original protocol,for
2 ≤ j ≤ m

2 + 1.
Now W prepares quantum registersV1 andM1, which consist of the same number of qubits asV andM,

respectively, and also prepares single-qubit quantum registersX andY. W initializes all the qubits inV1 andM1

to state|0〉, while prepares|Φ+〉 = 1√
2
(|0〉|0〉 + |1〉|1〉) in (X,Y). W then choosesr ∈

{

1, . . . , m
2

}

uniformly at

random, appliesVr to the qubits in(Vr,Mr), and sendsY andMr together withr to the prover.
At the third message,W receives the quantum registersY andMr from the prover. NowW choosesb ∈ {0, 1}

uniformly at random. Ifb = 0, W appliesVm
2

+1 to the qubits in(Vm
2

+1,Mm
2

+1), and accepts if and only if the
content of(Vm

2
+1,Mm

2
+1) corresponds to an accepting state in the original protocol.On the other hand, ifb = 1,

W first performs a controlled-swap between(Vr,Mr) and(Vr+1,Mr+1) using the qubit inX as the control, then
performs a controlled-not over the qubits in(X,Y) again using the qubit inX as the control, and finally applies the
Hadamard transformation to the qubit inX. W accepts if and only if the qubit inX is in state|0〉.

The precise description of the protocol ofW is found in Figure 1.
For the completeness, suppose that the inputx is inAyes.
LetP be them-message honest quantum prover for the original proof system, and letP be the quantum register

consisting of all the qubits in the private space ofP . Denote byV, M, andP the Hilbert spaces corresponding
to the registersV, M, and P, respectively. Let|ψ1〉 = |0V⊗M⊗P〉 be the quantum state in(V,M,P), and let
|ψj〉 ∈ V ⊗M⊗P be the quantum state in(V,M,P) just after the2(j − 1)-st message (i.e., just before thejth
transformation of the verifier) of the original protocol ifV communicates withP on inputx, for 2 ≤ j ≤ m

2 + 1.
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Honest Verifier’s Three-Message Protocol

1. Receive quantum registersVj andMj from the prover, for2 ≤ j ≤ m
2 + 1.

2. Prepare quantum registersV1 andM1 and single-qubit quantum registersX andY. Initialize all the qubits
in V1 andM1 to state|0〉, and prepare|Φ+〉 = 1√

2
(|0〉|0〉 + |1〉|1〉) in (X,Y). Chooser ∈

{

1, . . . , m
2

}

uni-

formly at random and applyVr to the qubits in(Vr,Mr). SendY andMr together withr to the prover.

3. Receive the quantum registersY andMr from the prover. Chooseb ∈ {0, 1} uniformly at random.

3.1 If b = 0, do the following:
Apply Vm

2
+1 to the qubits in(Vm

2
+1,Mm

2
+1). Accept if the content of(Vm

2
+1,Mm

2
+1) corresponds to

an accepting state in the original protocol, and reject otherwise.

3.2 If b = 1, do the following:
Perform a controlled-swap between(Vr,Mr) and (Vr+1,Mr+1) using the qubit inX as the control,
and then perform a controlled-not over the qubits in(X,Y) again using the qubit inX as the control.
Apply the Hadamard transformation to the qubit inX. Accept if the qubit inX is in state|0〉, and reject
otherwise.

Figure 1: Honest verifier’s three-message protocol.

Let R be the honest quantum prover in the constructed three-message system. In addition to the registersVj

andMj,R prepares the quantum registerPj in his private space, for1 ≤ j ≤ m
2 + 1, where eachPj consists of the

same number of qubits asP. R prepares|0P 〉 in P1 so that the qubits in(V1,M1,P1) form |ψ1〉. At the first message
of the constructed protocol,R generates|ψj〉 in (Vj ,Mj,Pj), and sendsVj andMj toW , for each2 ≤ j ≤ m

2 + 1.
At the third message, ifR receivesr together with the registersY and Mr, R appliesPr to the qubits in

(Mr,Pr), wherePj is thejth transformation of the original proverP for each1 ≤ j ≤ m
2 , and then performs a

controlled-swap betweenPr andPr+1 using the qubit inY as the control.R then sendsY andMr back toW .
It is obvious thatR can convinceW with probability at least1 − ε if b = 0 is chosen byW at Step 3, since the

qubits in(Vm
2

+1,Mm
2

+1) form the quantum statetrP |ψm
2

+1〉〈ψm
2

+1|. From the construction ofR, it is also routine
to show thatR can convinceW with certainty ifb = 1 is chosen byW at Step 3, sincePrVr|ψr〉 = |ψr+1〉 for any
r chosen from

{

1, . . . , m
2

}

. Hence,W accepts every inputx ∈ Ayes with probability at least1 − ε
2 .

Next, for the soundness, suppose that the inputx is inAno.
Let R′ be any three-message quantum prover for the constructed proof system. Letρj ∈ D(V ⊗M) be the

reduced state in(Vj,Mj) of the entire system state just after the first transformation ofR′, for each1 ≤ j ≤ m
2 + 1.

Consider the case in whichW choosesr from
{

1, . . . , m
2

}

in Step 2 and also choosesb = 1 at Step 3. Then

the probability thatR′ can convinceW in this case cannot be larger than1
2 + 1

2F (trMVrρrV
†
r , trMρr+1) by an

argument similar to that in the proof of Theorem 4 in Ref. [20]. Hence, the probability thatR′ can convinceW

whenb = 1 is chosen at Step 3 is at most1
2 + 1

m

∑

m
2
j=1 F (trMVjρjV

†
j , trMρj+1).

Now, if trΠaccVm
2

+1ρm
2

+1V
†
m
2

+1 ≥ 1 − δ
4 , Lemma 16 implies that

m
2
∑

j=1

F (trMVjρjV
†
j , trMρj+1)

≤ m

2
− 1

m

(

√

1 − δ

4
−

√
1 − δ

)2

≤ m

2
− 1

m

[(

1 − δ

4

)

−
(

1 − δ

2

)]2

=
m

2
− δ2

16m
,
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and thus, the probability thatR′ can convinceW whenb = 1 is chosen is at most12 + 1
m

(

m
2 − δ2

16m

)

= 1 − δ2

16m2 .

On the other hand, iftrΠaccVm
2

+1ρm
2

+1V
†
m
2

+1 ≤ 1 − δ
4 , it is obvious thatR′ can convinceW with probability

at most1 − δ
4 ≤ 1 − δ2

16m2 if b = 0 is chosen byW at Step 3, since the qubits inVm
2

+1 and Mm
2

+1 are never
touched by the prover after Step 1.

Hence the probability thatR′ can convinceW for every inputx ∈ Ano is at most1 − δ2

32m2 . Taking it into

account thatm(n) may be odd for somen ∈ Z
+, we have the bound of1 − δ2

32(m+1)2 .
Finally, the perfect zero-knowledge property againstW is almost straightforward.
Let SV be the simulator for the originalm-message system such that, ifx is in Ayes, the statesSV (x, j) and

viewV,P (x, j) are identical for each1 ≤ j ≤ m
2 .

The simulatorTW for the constructed three-message system behaves as follows. For convenience, letR be the
quantum register that is used to store the classical information r chosen byW , and letSV (x, 0) = |0V⊗M〉〈0V⊗M|.

To simulate the state just after the first transformation of the proverR, TW prepares the stateSV (x, j − 1) in
(Vj,Mj), for each2 ≤ j ≤ m

2 + 1, and outputs the state in(V2,M2, . . . ,Vm
2

+1,Mm
2

+1) asTW (x, 1).

To simulate the state just after the second transformation of the proverR, TW first choosesr ∈
{

1, . . . , m
2

}

uniformly at random, and sets the content ofR to r. NextTW prepares the stateSV (x, j − 1) in (Vj ,Mj), for each
1 ≤ j ≤ r − 1 andr + 1 ≤ j ≤ m

2 + 1, and prepares the stateSV (x, r) in (Vr,Mr). TW then prepares the state
|Φ+〉 in (X,Y), and performs a controlled-swap between(Vr,Mr) and(Vr+1,Mr+1) using the qubit inX as the
control. NowTW outputs the state in(R,X,Y,V1,M1, . . . ,Vm

2
+1,Mm

2
+1) asTW (x, 2).

It is obvious that the ensemble{TW (x, j)} is polynomial-time preparable.
Suppose thatx is inAyes.
ThatTW (x, 1) = viewW,R(x, 1) is obvious from the fact thatSV (x, j) = viewV,P (x, j) for 1 ≤ j ≤ m

2 .
To show thatTW (x, 2) = viewW,R(x, 2), let viewV,P (x, 0) = SV (x, 0) = |0V⊗M〉〈0V⊗M|, for convenience.

Let σr andξr be the quantum states in(R,X,Y,V1,M1, . . . ,Vm
2

+1,Mm
2

+1) such that

σr = |r〉〈r| ⊗ |Φ+〉〈Φ+| ⊗ SV (x, 0) ⊗ · · · ⊗ SV (x, r − 2) ⊗ SV (x, r) ⊗ SV (x, r) ⊗ · · · ⊗ SV

(

x,
m

2

)

and

ξr = |r〉〈r| ⊗ |Φ+〉〈Φ+|
⊗ viewV,P (x, 0) ⊗ · · · ⊗ viewV,P (x, r − 2) ⊗ viewV,P (x, r) ⊗ viewV,P (x, r) ⊗ · · · ⊗ viewV,P

(

x,
m

2

)

for each1 ≤ r ≤ m
2 . Then, we haveσr = ξr for each1 ≤ r ≤ m

2 , sinceSV (x, j) = viewV,P (x, j) for 0 ≤ j ≤ m
2 .

For each1 ≤ r ≤ m
2 , let σ′r and ξ′r be the quantum states obtained by performing a controlled-swap between

(Vr,Mr) and (Vr+1,Mr+1) on σr andξr, respectively, using the qubit inX as the control. Obviously,σ′r = ξ′r
for each1 ≤ r ≤ m

2 . By definition, TW (x, 2) = 2
m

∑

m
2
r=1 σ

′
r. Furthermore,viewW,R(x, 2) is exactly the state

2
m

∑

m
2
r=1 ξ

′
r. Now thatTW (x, 2) = viewW,R(x, 2) follows from the fact thatσ′r = ξ′r for each1 ≤ r ≤ m

2 .
Hence the honest-verifier perfect zero-knowledge propertyagainstW follows. �

Next we show that the parallel repetition theorem for three-message quantum interactive proofs may be ex-
tended to the case of three-message honest-verifier quantumperfect zero-knowledge proof systems.

Lemma 18. Let c, s : Z
+ → [0, 1] be any functions such thatc > s. Then, for any polynomially bounded function

k : Z
+ → N, HVQPZK(3, c, s) ⊆ HVQPZK(3, ck, sk). More strongly, letΠ be any three-message honest-verifier

quantum perfect zero-knowledge proof system for a problemA = {Ayes, Ano} with completeness accepting proba-
bility at leastc(n) and soundness accepting probability at mosts(n) for every input of lengthn. Consider another
proof systemΠ′ such that, for every input of lengthn, Π′ carries outk(n) attempts ofΠ in parallel and accepts iff
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all the k(n) attempts result in acceptance inΠ. ThenΠ′ is a three-message honest-verifier quantum perfect zero-
knowledge proof system forA with completeness accepting probability at leastc(n)k(n) and soundness accepting
probability at mosts(n)k(n) for every input of lengthn.

Proof. The completeness and soundness conditions follow from the proof of Theorem 6 in Ref. [20]. The honest-
verifier perfect zero-knowledge property is trivial. LetV be the honest quantum verifier in the original three-
message systemΠ and letSV be the corresponding simulator such that, ifx is inAyes, the stateSV (x, j) perfectly
simulatesV ’s view after thejth transformation of the honest quantum prover, for each1 ≤ j ≤ 2. LetW be the
honest quantum verifier in the constructed three-message systemΠ′. For everyx and for each1 ≤ j ≤ 2, the
simulatorTW for Π′ just outputsTW (x, j) = SV (x, j)⊗k(|x|). Now the honest-verifier perfect zero-knowledge
property is obvious. �

From Lemmas 17 and 18, it is immediate to show the following lemma.

Lemma 19. For any polynomially bounded functionp : Z
+ → N, HVQPZK ⊆ HVQPZK(3, 1 − 2−p, 2−p).

Proof. By sequential repetition, we can show that, for any polynomially bounded functionm : Z
+ → N, for

any functionsc, s : Z
+ → [0, 1] that satisfyc− s ≥ 1

q for some polynomially bounded functionq : Z
+ → N,

and for any polynomially bounded functionp : Z
+ → N, there exists a polynomially bounded func-

tion m′ : Z
+ → N such thatHVQPZK(m, c, s) ⊆ HVQPZK(m′, 1 − 2−p2

, 2−p2
). Now Lemma 17 implies

that HVQPZK(m′, 1 − 2−p2
, 2−p2

) ⊆ HVQPZK

(

3, 1 − 2−p2−1, 1 − (1−2−p2
)2

32(m′+1)2

)

. Finally, by parallel repe-

tition for sufficiently many times (say, for32p(|x|)(m′(|x|) + 2)2 times), from Lemma 18, we have that

HVQPZK

(

3, 1 − 2−p2−1, 1 − (1−2−p2
)2

32(m′+1)2

)

⊆ HVQPZK(3, 1 − 2−p, 2−p), which completes the proof. �

3.2 Converting Honest-Verifier Quantum Perfect Zero-Knowledge Proofs to Public-Coin Systems

Next we show that any three-message honest-verifier quantumperfect zero-knowledge system can be modified to
a three-message public-coin one in which the message from the verifier consists of only one classical bit. Mar-
riott and Watrous [23] showed such a claim in the case of usualquantum interactive proofs. We show that their
construction preserves the honest-verifier perfect zero-knowledge property.

Lemma 20. Let ε, δ : Z
+ → [0, 1] be any functions that satisfyδ > 1 − (1 − ε)2. Then, any problem having a

three-message honest-verifier quantum perfect zero-knowledge system with completeness accepting probability at
least 1 − ε and soundness accepting probability at most1 − δ has a three-message public-coin honest-verifier
quantum perfect zero-knowledge system with completeness accepting probability at least1 − ε

2 and soundness

accepting probability at most12 +
√

1−δ
2 in which the message from the verifier consists of only one classical bit.

Proof. The proof is essentially same as that of Theorem 5.4 in Ref. [23] except for the zero-knowledge property.
LetA = {Ayes, Ano} be a problem inHVQPZK(3, 1 − ε, 1 − δ) and letV be the corresponding three-message

quantum verifier. LetV be the quantum register consisting of all the qubits in the private space ofV , and letM be
that consisting of all the qubits in the message channel betweenV and the prover. For every inputx, V appliesV1

andV2 on the qubits in(V,M) for his first and second transformations, respectively. We construct a protocol of a
three-message public-coin quantum verifierW .

For every inputx, at the first message the constructed verifierW receives the quantum registerV from the
prover. W expects that the prover prepares the quantum registerM in his private space and the qubits in(V,M)
form the quantum state the original verifierV would possess just after the second message (i.e., just after the first
transformation ofV ) of the original protocol.

At the second message,W choosesb ∈ {0, 1} uniformly at random and sendsb to the prover.
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Honest Verifier’s Protocol in Three-Message Public-Coin System

1. Receive a quantum registerV from the prover.

2. Chooseb ∈ {0, 1} uniformly at random. Sendb to the prover.

3. Receive a quantum registerM from the prover.

3.1 If b = 0, applyV2 to the qubits in(V,M). Accept if the content of(V,M) corresponds to an accepting
state of the original protocol, and reject otherwise.

3.2 If b = 1, applyV †
1 to the qubits in(V,M). Accept if all the qubits inV are in state|0〉, and reject

otherwise.

Figure 2: Honest verifier’s protocol in a three-message public-coin system.

If b = 0, the prover is requested to sendM, so that the qubits in(V,M) form the quantum state the original
verifier V would possess just after the third message (i.e., just afterthe second transformation of the prover) of
the original protocol. NowW appliesV2 to the qubits in(V,M) and accepts if and only if the content of(V,M)
corresponds to an accepting state of the original protocol.

On the other hand, ifb = 1, the prover is requested to sendM so that the qubits in(V,M) form the quantum
state the original verifierV would possess just after the second message (i.e., just after the first transformation of
V ) of the original protocol. NowW appliesV †

1 to the qubits in(V,M) and accepts if and only if all the qubits inV
are in state|0〉.

The precise description of the protocol ofW is found in Figure 2.
First suppose that the inputx is inAyes.
Let P be the three-message honest quantum prover for the originalproof system, and letP be the quantum

register consisting of all the qubits in the private space ofP . Let |ψ2〉 be the quantum state in(V,M,P) just after
the second message (i.e., just after the first transformation of V ) of the original protocol ifV communicates with
P on inputx.

Let R be the honest prover in the constructed public-coin system.In addition to the registersV andM, R
prepares the quantum registerP in his private space. At the first message of the constructed protocol, R first
generates|ψ2〉 in (V,M,P) and then sendsV toW .

At the third message of the constructed protocol, ifb = 0, R first appliesP2 to the qubits in(M,P), and then
sendsM toW , whereP2 is the second transformation of the original proverP on inputx in the original protocol,
while if b = 1, R does nothing and just sendsM toW .

It is obvious thatR can convinceW with probability at least1 − ε if b = 0, and with certainty ifb = 1. Hence,
W accepts every inputx ∈ Ayes with probability at least1 − ε

2 .
The soundness property for the case the inputx is in Ano follows with exactly the same argument as in the

proof of Theorem 5.4 in Ref. [23].
Finally, the perfect zero-knowledge property againstW is almost straightforward.
Let SV be the simulator forV in the original system such that, ifx is in Ayes, the statesSV (x, j) and

viewV,P (x, j) are identical for each1 ≤ j ≤ 2. Let M be the Hilbert space corresponding to the quantum reg-
isterM. The simulatorTW for the constructed public-coin system behaves as follows.For convenience, letR be
the single-qubit register that is used to store the classical information representing the outcomeb of a public coin
flipped byW .
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Let TW (x, 1) andTW (x, 2) be quantum states inV and in(R,V,M), respectively, defined by

TW (x, 1) = trMV1SV (x, 1)V †
1 ,

TW (x, 2) =
1

2

[

|0〉〈0| ⊗ SV (x, 2) + |1〉〈1| ⊗
(

V1SV (x, 1)V †
1

)]

.

It is obvious that the ensemble{TW (x, j)} is polynomial-time preparable.
Suppose thatx is inAyes. It is obvious thatTW (x, 1) = viewW,R(x, 1), sinceTW (x, 1) = trMV1SV (x, 1)V †

1 ,
view(W,R)1 = trMV1viewV,P (x, 1)V †

1 , and SV (x, 1) = viewV,P (x, 1). The fact TW (x, 2) = viewW,R(x, 2)

follows from the properties viewW,R(x, 2) = 1
2

[

|0〉〈0| ⊗ viewV,P (x, 2) + |1〉〈1| ⊗
(

V1viewV,P (x, 1)V †
1

)]

,
SV (x, 1) = viewV,P (x, 1), andSV (x, 2) = viewV,P (x, 2).

Hence the claim follows. �

3.3 HVQPZK = QPZK

First notice that the quantum rewinding technique due to Watrous [34] perfectly works well for any three-message
public-coin honest-verifier quantum perfect zero-knowledge protocol in which the message from the verifier con-
sists of only one classical bit. That is, we can show the following lemma.

Lemma 21. Any three-message public-coin honest-verifier quantum perfect zero-knowledge system such that the
message from the verifier consists of only one classical bit is perfect zero-knowledge against any polynomial-time
quantum verifier.

Proof. Let A = {Ayes, Ano} be a problem having a three-message public-coin honest-verifier quantum perfect
zero-knowledge system such that the message from the verifier consists of only one classical bit. LetV andP be
the corresponding three-message public-coin honest quantum verifier and three-message honest quantum prover,
respectively. LetM andN be the quantum registers consisting of all the qubits sent toV at the first message and
of those at the third message, respectively, and letR andS be the single-qubit registers that are used to store the
classical information representing the outcomeb of a public coin flipped byV , whereR is inside the private space
of V andS is sent toP .

Let SV be the simulator forV such that, ifx is in Ayes, the statesSV (x, 1) and viewV,P (x, 1) consisting
of qubits inM are identical and the statesSV (x, 2) andviewV,P (x, 2) consisting of qubits in(M,N,R) are also
identical.

Consider a generating circuitQ of the quantum stateSV (x, 2). Without loss of generality, it is assumed thatQ
acts over the qubits in(M,N,R,A), whereA is the quantum register consisting ofqA qubits for some polynomially
bounded functionqA : Z

+ → N.
For any polynomial-time quantum verifierW and any auxiliary quantum stateρ for W stored in the quantum

registerX inside the private space ofW , we construct an efficiently implementable admissible mapping Φ that
corresponds to a simulatorTW for W . Without loss of generality it is assumed that the message fromW consists
of a singleclassicalbit, since the honest prover can easily enforce this constraint by measuring the message from
the verifier before responding to it. LetW be the quantum register consisting of all the qubits in the private space
of W except for those inX andM after having sent the second message. We consider the procedure described in
Figure 3, which is the implementation ofΦ.

Suppose that the inputx is inAyes.
Since the stateviewV,P (x, 2) can be written of the formviewV,P (x, 2) = 1

2 (σ0 ⊗ |0〉〈0| + σ1 ⊗ |1〉〈1|)
for some quantum statesσ0 and σ1 in (M,N), the state SV (x, 2) must also be of the form
SV (x, 2) = 1

2(σ0 ⊗ |0〉〈0| + σ1 ⊗ |1〉〈1|) from the honest-verifier perfect zero-knowledge property.Therefore,
the probability of obtaining|0〉 as the measurement result in Step 5 is exactly equal to1

2 regardless of the auxiliary
quantum stateρ, becausetrNσ0 = trNσ1 holds from the honest-verifier perfect zero-knowledge property of the
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Simulator for General Verifier W

1. Store the auxiliary quantum stateρ in the quantum registerX. Prepare the quantum registersS, W, M, N, R,
andA, and further prepare a single qubit quantum registerF. Initialize all the qubits inF, S, W, M, N, R, and
A in state|0〉.

2. Apply the generating circuitQ of the quantum stateSV (x, 2) to the qubits in(M,N,R,A).

3. ApplyW1 to the qubits in(S,W,X,M), whereW1 is the first transformation of the simulated verifierW .

4. Compute the exclusive-or of the contents ofR andS and write the result inF.

5. Measure the qubit inF in the {|0〉, |1〉} basis. If this results in|0〉, output the qubits in(W,X,M,N,R),
otherwise applyW †

1 to the qubits in(S,W,X,M) and then applyQ† to the qubits in(M,N,R,A).

6. Apply the phase-flip if all the qubits inF, S, W, M, N, R, andA are in state|0〉, applyQ to the qubits in
(M,N,R,A), and applyW1 to the qubits in(S,W,X,M). Output the qubits in(W,X,M,N,R).

Figure 3: Simulator for a general verifierW .

protocol, whereN is the Hilbert space corresponding toN (recall that when communicating with the honest verifier
V , the qubits inM are never touched byV until the final transformation ofV ).

Let ξi = ΠiW1(|0S⊗W〉〈0S⊗W | ⊗ ρ⊗ σi ⊗ |i〉〈i|)W †
1 Πi be an unnormalized state in(S,W,X,M,N,R) for

eachi ∈ {0, 1}, whereΠi = |i〉〈i| is the projection operator over the qubit inS, andS andW are the Hilbert
spaces corresponding toS andW, respectively. Then, conditioned on the measurement result being|0〉 in Step 5,
the output is the statetrS(ξ0 + ξ1).

Noticing thattrS
ξi

trξi
is exactly the state the verifierW would possess after the third message when the second

message fromW is i and that the probability of the second message fromW beingi is exactly equal totrξi for
eachi ∈ {0, 1}, trS(ξ0 + ξ1) = trξ0 · trS ξ0

trξ0
+ trξ1 · trS ξ1

trξ1
is exactly the stateW would possess after the third

message. Thus, the quantum rewinding technique due to Watrous [34] perfectly works well, which is implemented
in Steps 5 and 6.

This ensures the perfect zero-knowledge property againstW , which completes the proof. �

From Lemma 21, it is immediate to show thatHVQPZK = QPZK, i.e., honest-verifier quantum perfect zero-
knowledge equals general quantum perfect zero-knowledge.

Theorem 22. HVQPZK = QPZK.

Proof. ThatHVQPZK ⊇ QPZK is trivial and we show thatHVQPZK ⊆ QPZK. Now Lemma 21 together with

Lemmas 19 and 20 implies thatHVQPZK ⊆ QPZK
(

3, 1 − 2−p, 1
2 + 2−

p

2
−1
)

for any polynomially bounded

functionp : Z
+ → N. Therefore, the fact that sequential repetition works wellfor the protocols of quantum zero-

knowledge proofs establishes the statement. �

From the proof of Theorem 22, the following property also follows.

Theorem 23. Any problem inQPZK has a public-coin quantum perfect zero-knowledge proof system.
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4 Computational Zero-Knowledge Case

4.1 HVQZK = QZK

With essentially same arguments as in the perfect zero-knowledge case, we can show that honest-verifier quantum
zero-knowledge equals general quantum zero-knowledge forthe computational zero-knowledge case.

First, we show the following lemma, which is the computational zero-knowledge version of Lemma 17. The
proof is exactly the same as the proof of Lemma 17 except for the zero-knowledge property and the honest-verifier
computational zero-knowledge property can be proved by fairly straightforward hybrid arguments.

Lemma 24. Letm : Z
+ → N be a polynomially bounded function and letε, δ : Z

+ → [0, 1] be any functions such

thatm ≥ 4 andε < δ2

16(m+1)2
. Then,HVQZK(m, 1 − ε, 1 − δ) ⊆ HVQZK

(

3, 1 − ε
2 , 1 − δ2

32(m+1)2

)

.

Alternatively, we may show the computational zero-knowledge version of Theorem 4 in Ref. [20].
Next we show that the parallel repetition theorem for three-message quantum interactive proofs may be ex-

tended to the case of three-message honest-verifier quantumcomputational zero-knowledge proof systems, which
is the the computational zero-knowledge version of Lemma 18. Again the proof is exactly the same as the proof of
Lemma 18 except for the zero-knowledge property and the honest-verifier computational zero-knowledge property
can be proved by fairly straightforward hybrid arguments.

Lemma 25. Let c, s : Z
+ → [0, 1] be any functions such thatc > s. Then, for any polynomially bounded function

k : Z
+ → N, HVQZK(3, c, s) ⊆ HVQZK(3, ck, sk). More strongly, letΠ be any three-message honest-verifier

quantum computational zero-knowledge proof system for a problemA = {Ayes, Ano} with completeness accepting
probability at leastc(n) and soundness accepting probability at mosts(n) for every input of lengthn. Consider
another proof systemΠ′ such that, for every input of lengthn, Π′ carries outk(n) attempts ofΠ in parallel and
accepts iff all thek(n) attempts result in acceptance inΠ. ThenΠ′ is a three-message honest-verifier quantum
computational zero-knowledge proof system forA with completeness accepting probability at leastc(n)k(n) and
soundness accepting probability at mosts(n)k(n) for every input of lengthn.

Now Lemma 26 below follows from the essentially same argument as in the proof of Lemma 19, using Lem-
mas 24 and 25.

Lemma 26. For any polynomially bounded functionp : Z
+ → N, HVQZK ⊆ HVQZK(3, 1 − 2−p, 2−p).

We can also show the following lemma, which is the computational zero-knowledge version of Lemma 20.

Lemma 27. Let ε, δ : Z
+ → [0, 1] be any functions that satisfyδ > 1 − (1 − ε)2. Then, any problem having a

three-message honest-verifier quantum computational zero-knowledge system with completeness accepting prob-
ability at least1 − ε and soundness accepting probability at most1 − δ has a three-message public-coin honest-
verifier quantum computational zero-knowledge system withcompleteness accepting probability at least1 − ε

2 and

soundness accepting probability at most1
2 +

√
1−δ
2 in which the message from the verifier consists of only one

classical bit.

Proof. We use the same protocol construction as in the proof of Lemma20 and we only show the zero-knowledge
property. In what follows, we use the same notations as in theproof of Lemma 20.

LetSV be the simulator for the original system such that, ifx is inAyes, the statesSV (x, j) andviewV,P (x, j)
are computationally indistinguishable for each1 ≤ j ≤ 2. LetM be the Hilbert space corresponding to the quan-
tum registerM. As in the proof of Lemma 20, the simulatorTW for the constructed public-coin system behaves as
follows. For convenience, as in the proof of Lemma 20, letR be the single-qubit register that is used to store the
classical information representing the outcomeb of a public coin flipped byW .
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Let TW (x, 1) andTW (x, 2) be quantum states inV and in(R,V,M), respectively, defined by

TW (x, 1) = trMV1SV (x, 1)V †
1 ,

TW (x, 2) =
1

2

[

|0〉〈0| ⊗ SV (x, 2) + |1〉〈1| ⊗
(

V1SV (x, 1)V †
1

)]

.

It is obvious that the ensemble{TW (x, j)} is polynomial-time preparable.
Suppose that x is in Ayes. The computational indistinguishability betweenTW (x, 1) and

viewW,R(x, 1) is obvious since TW (x, 1) = trMV1SV (x, 1)V †
1 , view(W,R)1 = trMV1viewV,P (x, 1)V †

1 ,
and SV (x, 1) and viewV,P (x, 1) are computational indistinguishable. The computa-
tional indistinguishability between TW (x, 2) and viewW,R(x, 2) follows from the properties
viewW,R(x, 2) = 1

2

[

|0〉〈0| ⊗ viewV,P (x, 2) + |1〉〈1| ⊗
(

V1viewV,P (x, 1)V †
1

)]

, the computational indistin-
guishability betweenSV (x, 1) andviewV,P (x, 1), and that betweenSV (x, 2) andviewV,P (x, 2).

Now the lemma follows. �

Now applying the quantum rewinding technique due to Watrous[34], we show the computational zero-
knowledge version of Lemma 21, that any three-message public-coin honest-verifier quantum computational zero-
knowledge system such that the message from the verifier consists of only one classical bit is computational zero-
knowledge against any dishonest quantum verifier.

Lemma 28. Any three-message public-coin honest-verifier quantum computational zero-knowledge system such
that the message from the verifier consists of only one classical bit is computational zero-knowledge against any
polynomial-time quantum verifier.

Proof. We use the same construction of the simulator as in the proof of Lemma 21. In what follows, we use the
same notations as in the proof of Lemma 21.

Let SV be the simulator forV such that, ifx is in Ayes, the statesSV (x, 1) andviewV,P (x, 1) consisting of
qubits inM are computationally indistinguishable and the statesSV (x, 2) andviewV,P (x, 2) consisting of qubits
in (M,N,R) are also computationally indistinguishable, and considerthe simulator construction in Figure 3 in the
proof of Lemma 21.

Suppose that the inputx is inAyes.
We shall show that (i) the gap between1

2 and the probability of obtaining|0〉 as the measurement result in
Step 5 must be negligible regardless of the auxiliary quantum stateρ, and (ii) the output state in Step 5 in the
construction conditioned on the measurement result being|0〉 must be computationally indistinguishable from the
stateW would possess after the third message. With these two properties, the quantum rewinding technique due
to Watrous [34] works well, by using the amplification lemma for the case with negligible perturbations, which is
also due to Watrous [34]. This ensures the computational zero-knowledge property againstW .

For the generating circuitQ′ of the quantum stateviewV,P (x, 2) (for example, the unitary circuitP1 that
corresponds to the first transformation of the honest proverP realizesQ′), consider the “ideal” construction of the
simulator such thatQ′ is applied instead ofQ in Step 2 of the “real” simulator construction.

We first show the property (i).
Since the stateviewV,P (x, 2) can be written of the formviewV,P (x, 2) = 1

2(σ0 ⊗ |0〉〈0| + σ1 ⊗ |1〉〈1|) for
some quantum statesσ0 andσ1 in (M,N), the probability of obtaining|0〉 as the measurement result in Step 5 in
the “ideal” construction is exactly equal to12 regardless of the auxiliary quantum stateρ, becausetrNσ0 = trNσ1

necessarily holds in this case, whereN is the Hilbert space corresponding toN.
Now, from the honest-verifier computational zero-knowledge property, the statesSV (x, 2) andviewV,P (x, 2)

in (M,N,R) are computationally indistinguishable. Since the circuitimplementingW1 is of size polynomial with
respect to|x|, it follows that the gap between12 and the probability of obtaining|0〉 as the measurement result in
Step 5 in the “real” construction must be negligible regardless of the auxiliary quantum stateρ, which proves the
property (i).
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Now we show the property (ii).
Let ξi = ΠiW1(|0S⊗W〉〈0S⊗W | ⊗ ρ⊗ σi ⊗ |i〉〈i|)W †

1 Πi be an unnormalized state in(S,W,X,M,N,R) for
eachi ∈ {0, 1}, whereΠi = |i〉〈i| is the projection operator over the qubits inS, andS andW are the Hilbert
spaces corresponding toS andW, respectively. Then, in the “ideal” construction, conditioned on the measurement
result being|0〉 in Step 5, the output is the statetrS(ξ0 + ξ1).

Noticing thattrS
ξi

trξi
is exactly the state the verifierW would possess after the third message when the second

message fromW is i and that the probability of the second message fromW beingi is exactly equal totrξi for
eachi ∈ {0, 1}, trS(ξ0 + ξ1) = trξ0 · trS ξ0

trξ0
+ trξ1 · trS ξ1

trξ1
is exactly the stateW would possess after the third

message.
Towards a contradiction, suppose that the output state in Step 5 in the “real” construction conditioned on the

measurement result being|0〉 is computationally distinguishable fromtrS(ξ0 + ξ1), which is the stateW would
possess after the third message. LetD be the corresponding distinguisher that uses the auxiliaryquantum stateρ′.
We construct a distinguisherD′ for SV (x, 2) andviewV,P (x, 2) fromD.

On input quantum stateξ that is eitherSV (x, 2) or viewV,P (x, 2), D′ uses the auxiliary quantum stateρ⊗ ρ′,
whereρ is the auxiliary quantum state the verifierW would use.D′ prepares the quantum registersS, W, M, N, R

and another quantum registerY. D′ storesρ in the registerX, ξ in the register(M,N,R), andρ′ in Y. All the qubits
in S andW are initialized in state|0〉. NowD′ appliesW1 to the qubits in(S,W,X,M), and then appliesD to the
qubits in(W,X,M,N,R,Y).

It is obvious from this construction thatD′ with the auxiliary quantum stateρ⊗ ρ′ forms a distinguisher for
SV (x, 2) andviewV,P (x, 2) if D with the auxiliary quantum stateρ′ forms a distinguisher for the output state
in Step 5 in the “real” simulator construction conditioned on the measurement result being|0〉 and the state
trS(ξ0 + ξ1). This contradicts the computational indistinguishability betweenSV (x, 2) andviewV,P (x, 2), and
thus the property (ii) follows. �

From Lemmas 26, 27, and 28, it is easy to show that honest-verifier quantum computational zero-knowledge
equals general quantum computational zero-knowledge. Theproof is essentially same as the proof of Theorem 22,
and thus, the property that public-coin quantum computational zero-knowledge equals general quantum computa-
tional zero-knowledge also follows.

Theorem 29. HVQZK = QZK.

Theorem 30. Any problem inQZK has a public-coin quantum computational zero-knowledge proof system.

4.2 QZK with Perfect Completeness Equals General QZK

In the computational zero-knowledge case, we can show that quantum computational zero-knowledge with one-
sided bounded error of perfect completeness equals generalquantum computational zero-knowledge.

The key idea is to show that anyhonest-verifierquantum computational zero-knowledge proof system with
two-sided bounded error can be modified to that with one-sided bounded error of perfect completeness. This can
be proved in a similar manner as in the proof of Theorem 2 of Ref. [20], but requires more careful analyses for
showing the zero-knowledge property.

Lemma 31. Letm : Z
+ → N be a polynomially bounded function, letε : Z

+ → [0, 1] be any negligible function
such that there exists a polynomial-time uniformly generated family{Q1n} of quantum circuits such thatQ1n

exactly performs the unitary transformation

Uε(n) =

(
√

ε(n)
√

1 − ε(n)
√

1 − ε(n) −
√

ε(n)

)

,

and let δ : Z
+ → [0, 1] be any function that satisfies δ > ε. Then,

HVQZK(m, 1 − ε, 1 − δ) ⊆ HVQZK(m+ 2, 1, 1 − (δ − ε)2).
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Honest Verifier’s Protocol for Achieving Perfect Completeness

1. Prepare quantum registersV andM and a single-qubit quantum registerX. LetY be the single-qubit quantum
register consisting of the qubit inV that corresponds to the output qubit of the original verifier. Initialize all
the qubits inV, M, andX in state|0〉. Apply V1 to the qubits in(V,M), and sendM to the prover.

2. Forj = 2 to m
2 , do the following:

ReceiveM from the prover. ApplyVj to the qubits in(V,M), and sendM to the prover.

3. ReceiveB andM from the prover. ApplyVm
2

+1 to the qubits in(V,M) and perform the Toffoli transformation
over the qubits in(X,Y,B) using the qubit inX as the target. SendV, M, andB to the prover.

4. ReceiveB from the prover. Perform a controlled-not over the qubits in(X,B) using the qubit inX as the
control. ApplyU †

ε to the qubit inX. Accept if the content ofX is 0, and reject otherwise.

Figure 4: Honest verifier’s protocol for achieving perfect completeness

Proof. The proof is similar to the proof of Theorem 2 of Ref. [20], butrequires more careful analyses for showing
the zero-knowledge property.

Let A = {Ayes, Ano} be a problem inHVQZK(m, 1 − ε, 1 − δ), and letV be the correspondingm-message
honest quantum verifier. LetV be the quantum register consisting of all the qubits in the private space ofV , and
let M be that consisting of all the qubits in the message channel betweenV and the prover. For every inputx, V
appliesVj for his jth transformation to the qubits in(V,M), for 1 ≤ j ≤

⌊

m
2

⌋

+ 1. We construct a protocol of an
(m+ 2)-message honest quantum verifierW . For simplicity, in what follows, it is assumed thatm is even (the
cases in whichm is odd can be proved in a similar manner).

For every inputx, the new verifierW prepares the quantum registersV andM and another single-qubit quantum
registerX. Let Y be the single-qubit quantum register consisting of the qubit in V that corresponds to the output
qubit of the original verifierV .

Using first(m− 1) messages,W attempts to simulate the first(m− 1) messages of the originalm-message
protocol, by applyingVj to the qubits in(V,M) as hisjth transformation, for1 ≤ j ≤ m

2 .
At themth message, which is from the prover,W receives a single-qubit quantum registerB in addition toM.

W then appliesVm
2

+1 to the qubits in(V,M), and further performs the Toffoli transformation over the qubits in
(B,Y,X), using the qubit inX as the target. Notice that the content ofX is 1 if and only if the content ofB is 1
and the state in(V,M) is an accepting state of the original protocol. ThenW sends the registersB, V, andM to the
prover, while keeping onlyX in his private.

At the last message of the protocol,W receives the qubit inB and verifies if the qubits in(X,B) form the state
|φ〉 =

√
ε|00〉 +

√
1 − ε|11〉.

The precise description of the protocol ofW is described in Figure 4.
The soundness can be proved in almost the same way as in the proof of Theorem 2 of Ref. [20]. We show the

completeness and the honest-verifier zero-knowledge properties. We first describe how the honest quantum prover
behaves in the constructed(m+ 2)-message system.

Suppose that the inputx is in Ayes. Let P be them-message honest quantum prover for the original proof
system, and suppose that(V, P ) acceptsx with probability exactlypacc ≥ 1 − ε. Let P be the quantum register
consisting of all the qubits in the private space ofP . LetPj be thejth transformation ofP on inputx in the original
protocol, for1 ≤ j ≤ m

2 .
The (m+ 2)-message honest quantum proverR for the constructed proof system prepares the registerP and

another single-qubit quantum registerB in his private space. All the qubits inP andB are initially in state|0〉.
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At the jth transformation ofR, for 1 ≤ j ≤ m
2 − 1, after receiving the registerM fromW ,R appliesPj to the

qubits in(M,P) and sendsM toW .
At the m

2 th transformation ofR, after receiving the registerM from W , R first appliesPj to the qubits in

(M,P). R also generates the state|b〉 =
√

1 − 1−ε
pacc

|0〉 +
√

1−ε
pacc

|1〉 in the registerB, and sendsB andM toW .

Let |ψm+1〉 be the system state in(X,V,M,B) just after the(m+ 1)-st message of the constructed protocol,
whenW is communicating withR on the inputx. Then|ψm+1〉 can be written as|ψm+1〉 = α0|0〉|ξ0〉 + α1|1〉|ξ1〉
for some states|ξ0〉 and |ξ1〉 in (V,M,B) orthogonal to each other, whereα1 =

√
pacc ·

√

1−ε
pacc

=
√

1 − ε and

α0 =
√

1 − |α1|2 =
√
ε.

At the
(

m
2 + 1

)

-st transformation ofR, after receiving the registersV, M, andB fromW ,R applies the unitary
transformationZ to the qubits in(V,M,B) such thatZ|ξ0〉 = |η〉|0〉 andZ|ξ1〉 = |η〉|1〉 for some state|η〉 in
(V,M) (this is possible because|ξ0〉 and|ξ1〉 are orthogonal).R then sendsB toW , which is the last message of
the constructed protocol.

Now the perfect completeness is obvious from the constructions ofW andR.
Finally, the zero-knowledge property againstW is almost straightforward.
Let SV be the simulator for the originalm-message system such that, ifx is in Ayes, the statesSV (x, j) and

viewV,P (x, j) are computationally indistinguishable, for each1 ≤ j ≤ m
2 .

The simulatorTW for the constructed(m+ 2)-message system behaves as follows.
Let TW (x, j) be a quantum state in (X,V,M) defined by TW (x, j) = |0〉〈0| ⊗ SV (x, j)

for each 1 ≤ j ≤ m
2 − 1. Let TW

(

x, m
2

)

be a quantum state in(X,V,M,B) defined by
TW

(

x, m
2

)

= |0〉〈0| ⊗ SV

(

x, m
2

)

⊗ |1〉〈1|. Finally, let TW

(

x, m
2 + 1

)

be a quantum state in(X,B) defined
by TW

(

x, m
2 + 1

)

= |φ〉〈φ|. It is obvious that the ensemble{TW (x, j)} is polynomial-time preparable.
Suppose thatx is in Ayes. For 1 ≤ j ≤ m

2 − 1, TW (x, j) is obviously computationally indistinguish-
able from viewW,R(x, j), since TW (x, j) = |0〉〈0| ⊗ SV (x, j), viewW,R(x, j) = |0〉〈0| ⊗ viewV,P (x, j),
and SV (x, j) and viewV,P (x, j) are computationally indistinguishable. The computa-
tional indistinguishability between TW

(

x, m
2

)

and viewW,R

(

x, m
2

)

follows from the com-
putational indistinguishability between SV

(

x, m
2

)

and viewV,P

(

x, m
2

)

and the fact that

‖viewW,R

(

x, m
2

)

− |0〉〈0| ⊗ viewV,P

(

x, m
2

)

⊗ |1〉〈1|‖tr = ‖|b〉〈b| − |1〉〈1|‖tr ≤ 2
√

1 − 1−ε
pacc

≤ 2
√
ε is negli-

gible. Finally, TW

(

x, m
2 + 1

)

and viewW,R

(

x, m
2 + 1

)

are identical, and thus, are trivially computationally
indistinguishable. �

Together with Lemmas 27 and 28 and the computational zero-knowledge version of Lemma 18, this implies
the equivalence between quantum computational zero-knowledge with perfect completeness and usual quantum
computational zero-knowledge with two-sided bounded error. The proof is similar to those of Theorems 22 and 29.

Theorem 32. Any problem inQZK has a quantum computational zero-knowledge proof system ofperfect com-
pleteness.

Furthermore, in the computational zero-knowledge case, itis straightforward to extend Lemma 28 to the fol-
lowing more general statement.

Lemma 33. Any three-message public-coin honest-verifier quantum computational zero-knowledge system such
that the message from the verifier consists ofO(log n) bits for every input of lengthn is computational zero-
knowledge against any polynomial-time quantum verifier.

Using Lemma 33, we can show the following.

Theorem 34. Any problem inQZK has a three-message public-coin quantum computational zero-knowledge proof
system of perfect completeness with soundness error probability at most 1

p for any polynomially bounded function
p : Z

+ → N (hence with arbitrarily small constant error in soundness).
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Proof. Let p : Z
+ → N be any polynomially bounded function, and letq : Z

+ → N be a polynomially bounded
function satisfying2

q

2 ≥ log p+ 2.
Then, from Lemmas 31 and 24 together with Lemma 25 for parallel repetition, we have that

HVQZK ⊆ HVQZK(3, 1, 2−q).
With Lemma 27, this further implies that any problem inHVQZK has a three-message public-coin honest-

verifier quantum computational zero-knowledge proof system of perfect completeness with soundness accepting
probability at most12 + 2−

q

2
−1 in which the message from the verifier consists of only one classical bit.

For every input of lengthn, we run this proof system⌈log p(n)⌉ + 2 times in parallel. From Lemma 25, this
results in a three-message public-coin honest-verifier computational zero-knowledge proof system of perfect com-

pleteness with soundness accepting probability at most1
4p(n)

(

1 + 2−
q(n)

2

)⌈log p(n)⌉+2 ≤ 1
p(n) in which the message

of the verifier consists of⌈log p(n)⌉ + 2 classical bits, for every input of lengthn.
Now Lemma 33 implies that this protocol is computational zero-knowledge even against any dishonest quan-

tum verifier. Hence, any problem inQZK has a three-message public-coin quantum computational zero-knowledge
proof system of perfect completeness with soundness error probability at most1p , sinceHVQZK = QZK by The-
orem 29. �

5 Statistical Zero-Knowledge Case

All the properties shown for the computational zero-knowledge case also hold for the statistical zero-knowledge
case. The proofs are essentially same as in the computational zero-knowledge case. This gives alternative proofs
for the following theorems, which were originally shown by Watrous [34] using his previous results [32].

Theorem 35([32, 34]). HVQSZK = QSZK.

Theorem 36([32, 34]). Any problem inQSZK has a public-coin quantum statistical zero-knowledge proof system.

We also have the following new properties for quantum statistical zero-knowledge.

Theorem 37. Any problem inQSZK has a quantum statistical zero-knowledge proof system of perfect complete-
ness.

Theorem 38. Any problem inQSZK has a three-message public-coin quantum statistical zero-knowledge proof
system of perfect completeness with soundness error probability at most 1

p for any polynomially bounded function

p : Z
+ → N (hence with arbitrarily small constant error in soundness).

6 Equivalence of Two Definitions of Quantum Perfect Zero-Knowledge

In the classical case, the most common definition of perfect zero-knowledge proofs seems to allow the simulator to
output “FAIL” with small probability, say, with probability at most12 [8, 28]. Following this convention, we may
consider the following alternative definitions of honest-verifier and general quantum perfect zero-knowledge proof
systems.

Definition 39. Given a polynomially bounded functionm : Z
+ → N and functionsc, s : Z

+ → [0, 1], a problem
A = {Ayes, Ano} is in HVQPZK′(m, c, s) iff there exists anm-message honest quantum verifierV and anm-
message honest quantum proverP such that

(Completeness and Soundness)(V, P ) forms anm-message quantum interactive proof system with completeness
accepting probability at leastc and soundness accepting probability at mosts,
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(Honest-Verifier Perfect Zero-Knowledge) there exists a polynomial-time preparable ensembles
{SV (x, j)} of quantum states such that, for everyx ∈ Ayes and for each 1 ≤ j ≤

⌈m(|x|)
2

⌉

,
SV (x, j) = px,j|0〉〈0| ⊗ |0Hj

〉〈0Hj
| + (1 − px,j)|1〉〈1| ⊗ viewV,P (x, j) for some 0 ≤ px,j ≤ 1

2 , where
Hj is the Hilbert spaceviewV,P (x, j) is in D(Hj).

Definition 40. Given a polynomially bounded functionm : Z
+ → N and functionsc, s : Z

+ → [0, 1], a problem
A = {Ayes, Ano} is in QPZK′(m, c, s) iff there exists anm-message honest quantum verifierV and anm-message
honest quantum proverP such that

(Completeness and Soundness)(V, P ) forms anm-message quantum interactive proof system with completeness
accepting probability at leastc and soundness accepting probability at mosts,

(Perfect Zero-Knowledge) for anym-message quantum verifierV ′, there exists a polynomial-time uniformly gen-
erated family{Qx} of quantum circuits, where eachQx exactly implements an admissible transformation
SV ′(x), such that, for everyx ∈ Ayes, SV ′(x) = px(Φ0 ⊗ Ψfail) + (1 − px)(Φ1 ⊗ 〈V ′, P 〉(x)) for some
0 ≤ px ≤ 1

2 , where〈V ′, P 〉(x) ∈ T(A,Z) is the induced admissible transformation fromV ′, P , andx
for some Hilbert spacesA andZ, Ψfail ∈ T(A,Z) is the admissible transformation that always outputs
|0Z〉〈0Z |, andΦb is the admissible transformation that takes nothing as input and outputs|b〉〈b|, for each
b ∈ {0, 1}.

In Definitions 39 and 40, the first qubit of the output of the simulator indicates whether or not the simulation
succeeds —|0〉〈0| is interpreted as failure and|1〉〈1| as success.

Definition 41. A problemA = {Ayes, Ano} is in HVQPZK′ and inQPZK′ if there exists a polynomially bounded
functionm : Z

+ → N such thatA is in HVQPZK′ (m, 2
3 ,

1
3

)

and inQPZK′ (m, 2
3 ,

1
3

)

, respectively.

It is not obvious at a glance thatHVQPZK = HVQPZK′ andQPZK = QPZK′, i.e., that the definitions of
honest-verifier and general quantum perfect zero-knowledge proof systems using Definitions 4 and 10 is equivalent
to those using Definitions 39 and 40.

Fortunately, using Theorem 22, we can show thatHVQPZK = HVQPZK′ and QPZK = QPZK′. It is
stressed that such equivalence is not known in the classicalcase.

Theorem 42. HVQPZK = HVQPZK′ andQPZK = QPZK′.

Proof. It is obvious thatHVQPZK ⊆ HVQPZK′ andQPZK ⊆ QPZK′ ⊆ HVQPZK′. From Theorem 22, we
haveHVQPZK = QPZK. Therefore, it is sufficient to show thatHVQPZK′ ⊆ HVQPZK.

Let A = {Ayes, Ano} be a problem inHVQPZK′ (m, 2
3 ,

1
3

)

for some polynomially bounded function
m : Z

+ → N. Without loss of generality, it is assumed thatm takes only even values (ifm(n) is odd for some
n ∈ Z

+, we modify the protocol so that the verifier sends a “dummy” message to a prover as the first message
when the input has lengthn such thatm(n) is odd). LetV andP be the corresponding honest verifier and honest
prover, respectively. LetV be the quantum register consisting of all the qubits in the private space ofV , and let
M be that consisting of all the qubits in the message channel betweenV and the prover. For every inputx, V
appliesVj for his jth transformation to the qubits in(V,M) for 1 ≤ j ≤ m

2 + 1, and performs the measurement
Π = {Πacc,Πrej} at the end of the original protocol to decide acceptance or rejection. LetV andM be the Hilbert
spaces corresponding toV andM, respectively.

Let {SV (x, j)} be the polynomial-time preparable ensembles of quantum states corresponding to the sim-
ulator for this honest-verifier quantum perfect zero-knowledge proof system such that, for everyx ∈ Ayes and

for each1 ≤ j ≤ m(|x|)
2 , SV (x, j) = px,j|0〉〈0| ⊗ |0V⊗M〉〈0V⊗M| + (1 − px,j)|1〉〈1| ⊗ viewV,P (x, j) for some

0 ≤ px,j ≤ 1
2 . This may be viewed asSV (x, j) outputting |0〉〈0| ⊗ |0V⊗M〉〈0V⊗M| with probability px,j
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and |1〉〈1| ⊗ viewV,P (x, j) with probability 1 − px,j. Without loss of generality, it is assumed that each
0 ≤ px,j ≤ 2−|x|, since we can easily amplify the success probability of the simulator by just running the orig-
inal simulator a number of times so that a new simulator outputs |0〉〈0| ⊗ |0V⊗M〉〈0V⊗M| only if all the attempts
result in|0〉〈0| ⊗ |0V⊗M〉〈0V⊗M|.

First we slightly modify the behavior of the honest verifier as follows (call this modified honest verifierV ′).
At the beginning of the protocol,V ′ prepares a single-qubit quantum registerB in addition to the registersV and
M. The content ofB will denote if the protocol successfully simulates the original protocol (thatB contains1
indicates the successful simulation). At the first transformation ofV ′, V ′ prepares|1〉 in B andV1|0V⊗M〉 in
(V,M), and sendsB andM to a prover. At every message from the prover,V ′ receivesB in addition to the qubits in
M the original verifierV would receive. At thejth transformation ofV ′, V ′ appliesVj to the qubits in(V,M), for

2 ≤ j ≤ m(|x|)
2 + 1. That is, thejth transformation ofV ′ is given byV ′

j = I ⊗ Vj, for 2 ≤ j ≤ m(|x|)
2 + 1. Then

V ′ sendsB andM back to the prover as the(2j − 1)-st message, for2 ≤ j ≤ m(|x|)
2 . At the end of the protocol,

V ′ accepts if and only if the content ofB is 1 and the content of(V,M) corresponds to an accepting state of the
original protocol.

It is obvious that the soundness accepting probability is atmost 1
3 , since it cannot be larger than that in the

original protocol from the construction ofV ′.
To show the completeness and honest-verifier perfect zero-knowledge conditions, we construct a new honest

proverP ′ as follows. LetP be the quantum register consisting of all the qubits in the private space of the original
honest proverP . The new proverP ′ preparesP as well as single-qubit quantum registersB′

j and quantum registers

V′
j andM′

j in his private space for1 ≤ j ≤ m(|x|)
2 , whereV′

j andM′
j consists of the same number of qubits asV

andM, respectively. All the qubits in the registersP, B′
j, V

′
j, andM′

j, for 1 ≤ j ≤ m(|x|)
2 , are initialized to state|0〉.

At the jth transformation ofP ′, for 1 ≤ j ≤ m(|x|)
2 , after having receivedB andM, P ′ first measures the qubit

in B in the{|0〉, |1〉} basis to obtain the measurement outcomeb.
If b = 0, P ′ does nothing and just sendsB andM back to the verifier.
On the other hand, ifb = 1, P ′ first generatesSV (x, j) in (B′

j ,V
′
j,M

′
j). If this results in

|0〉〈0| ⊗ |0V⊗M〉〈0V⊗M|, P ′ flips the content ofB so thatB now contains0, and sendsB and M back to the
verifier. OtherwiseP ′ appliesPj , thejth transformation of the original honest proverP , to the qubits in(M,P),
and sendsB andM back to the verifier (note thatB always contains1 in this case).

From the construction ofP ′, it is easy to see that, if the inputx is in Ayes, P ′ is accepted with probability at

least23(1 − 2−|x|)
m(|x|)

2 ≥ 5
9 .

Next we construct a new simulatorS′
V ′ as follows.S′

V ′ prepares the quantum registersB, V, andM and another
three quantum registersB′, V′, andM′, whereB′, V′, andM′ consists of the same number of qubits asB, V, andM,
respectively. For convenience, letS′

V ′(x, 0) = |1〉〈1| ⊗ |0V⊗M〉〈0V⊗M|. We defineS′
V ′ inductively with respect

to j, for 1 ≤ j ≤ m(|x|)
2 .

Assume that the stateS′
V ′(x, j − 1) has already been defined. To simulate the state after thejth transformation

of P ′, S′
V ′ first generatesρj = V ′

jS
′
V ′(x, j − 1)V ′

j
† in (B,V,M). If the content ofB is 0, S′

V ′ just outputs the state
in (B,V,M). Otherwise if the content ofB is 1, S′

V ′ generates the stateSV (x, j) in (B′,V′,M′). If the content of
B′ is 0, S′

V ′ outputs the state in(B′,V,M), otherwise if the content ofB′ is 1, S′
V ′ outputs the state in(B′,V′,M′).

Let Πb be the projection defined byΠb = |b〉〈b| ⊗ IV⊗M, for eachb ∈ {0, 1}. Then,S′
V ′(x, j) can be written

as

S′
V ′(x, j) = Π0ρjΠ0 + (trΠ0SV (x, j))|0〉〈0| ⊗ trBΠ1ρjΠ1 + (trΠ1ρj)Π1SV (x, j)Π1

= Π0ρjΠ0 + px,j|0〉〈0| ⊗ trBΠ1ρjΠ1 + (trΠ1ρj)(1 − px,j)|1〉〈1| ⊗ viewV,P (x, j),

for 1 ≤ j ≤ m(|x|)
2 , whereB is the Hilbert space corresponding toB.

It is easy to see that the ensemble{S′
V ′(x, j)} is polynomial-time preparable.
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Suppose thatx is inAyes. We show by induction thatS′
V ′(x, j) = viewV ′,P ′(x, j) for each1 ≤ j ≤ m(|x|)

2 . For

convenience, letviewV ′,P ′(x, 0) = S′
V ′(x, 0) = |1〉〈1| ⊗ |0V⊗M〉〈0V⊗M|, and letσj = V ′

j viewV ′,P ′(x, j − 1)V ′
j
†

for each1 ≤ j ≤ m(|x|)
2 .

In the casej = 1, it is obvious thatS′
V ′(x, 1) = viewV ′,P ′(x, 1), since

ρ1 = σ1 = V ′
1(|1〉〈1| ⊗ |0V⊗M〉〈0V⊗M|)V ′

1
†

= |1〉〈1| ⊗ (V1|0V⊗M〉〈0V⊗M|V †
1 ),

and thus

S′
V ′(x, 1) = px,1|0〉〈0| ⊗ trBΠ1ρ1Π1 + (1 − px,1)|1〉〈1| ⊗ viewV,P (x, 1)

= px,1|0〉〈0| ⊗ trBΠ1σ1Π1 + (1 − px,1)|1〉〈1| ⊗ viewV,P (x, 1)

= viewV ′,P ′(x, 1).

Suppose thatS′
V ′(x, j) = viewV ′,P ′(x, j) holds for all1 ≤ j ≤ k. We show the casej = k + 1. By definition,

S′
V ′(x, k + 1) = Π0ρk+1Π0 + (trΠ0SV (x, k + 1))|0〉〈0| ⊗ trBΠ1ρk+1Π1 + (trΠ1ρk+1)Π1SV (x, k + 1)Π1,

and notice that

viewV ′,P ′(x, k + 1) = Π0σk+1Π0 + (trΠ0SV (x, k + 1))|0〉〈0| ⊗ trBΠ1σk+1Π1

+ (trΠ1σk+1)(trΠ1SV (x, k + 1))|1〉〈1| ⊗ viewV,P (x, k + 1).

Sinceρk+1 = V ′
k+1S

′
V ′(x, k)V ′

k+1
† andσk+1 = V ′

k+1viewV ′,P ′(x, k)V ′
k+1
† , we haveρk+1 = σk+1 from the assump-

tion thatS′
V ′(x, k) = viewV ′,P ′(x, k). Furthermore, we have

Π1SV (x, k + 1)Π1 = (trΠ1SV (x, k + 1))|1〉〈1| ⊗ viewV,P (x, k + 1).

Therefore, thatS′
V ′(x, k + 1) = viewV ′,P ′(x, k + 1) follows.

Hence, the honest-verifier perfect zero-knowledge property againstP ′ holds in the sense of Definition 4.
Finally, recall that the success probability can be amplified using sequential repetition, and thus, that

HVQPZK′ ⊆ HVQPZK follows. �

7 Conclusion

This paper has established a unified framework that directlyproves a number of general properties of quantum
zero-knowledge proofs. Our method works well for any of quantum perfect, statistical, and computational zero-
knowledge cases. We conclude by mentioning several open problems concerning quantum zero-knowledge proofs:

• We have proved that quantum computational and statistical zero-knowledge proofs can be made perfect
complete. Can quantumperfectzero-knowledge proofs be made perfect complete?

• Although we have proved properties of quantum zero-knowledge proofs directly, natural complete problems
or characterizations are definitely helpful when proving properties of quantum zero-knowledge proofs. Are
their any natural complete problems or characterizations for QZK andQPZK?

• We have investigated the properties ofQZK that hold unconditionally. On the other hand, Watrous [34]
proved that every problem inNP has a quantum computational zero-knowledge proof system under some
intractability assumptions. In the classical case, it is known that every problem inIP = PSPACE is provable
in computational zero-knowledge under some intractability assumptions [18, 4, 22, 29]. How powerful are
quantum computational zero-knowledge proofs under reasonable intractability assumptions?
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Appendix

A Quantum Interactive Proof Systems

Here we review the model of quantum interactive proof systems. Although the term “round” is commonly used
in classical interactive proofs for describing each set of verifier’s question and corresponding prover’s response,
this paper follows the custom in the preceding papers of quantum interactive proofs [33, 20, 32, 23, 27] and uses
the term “message” instead of “round”. One round consists oftwo messages: the message from a verifier and the
message from a prover.

A quantum interactive proof system consists of two parties:a quantum verifierV and a quantum proverP .
Associated with the quantum interactive proof system are the Hilbert spacesV, M, andP, whereV corresponds
to the private space of the verifierV , M corresponds to the space used for communication between theverifierV
and the proverP , andP corresponds to the private space of the proverP .

For every input of lengthn, each spaceV, M, andP consists ofqV(n), qM(n), andqP(n) qubits, respectively,
for some polynomially bounded functionsqV , qM : Z

+ → N and some functionqP : Z
+ → N. Accordingly, the

entire system consists ofq(n) = qV(n) + qM(n) + qP(n) qubits. Such a system is called(qV , qM, qP)-space-
bounded, and the associated verifier and prover are called(qV , qM)-space-boundedand(qM, qP)-space-bounded,
respectively. One of the private qubits of the verifier is designated as the output qubit.

Formally, anm-message(qV , qM)-space-bounded quantum verifierV for quantum interactive proof systems
is a polynomial-time computable mapping of the formV : {0, 1}∗ → {0, 1}∗. For everyn and for every input
x ∈ {0, 1}∗ of lengthn, V uses at mostqV(n) qubits for his private space and at mostqM(n) qubits for each com-
munication with a prover. The stringV (x) is interpreted as a⌈(m(n)+1)/2⌉-tuple(V (x)1, . . . , V (x)⌈(m(n)+1)/2⌉),
with eachV (x)j a description of a polynomial-time uniformly generated quantum circuit acting onqV(n) + qM(n)
qubits.

Similarly, an m-message(qM, qP)-space-bounded quantum verifierP is a mapping of the form
P : {0, 1}∗ → {0, 1}∗. For everyn and for every inputx ∈ {0, 1}∗ of lengthn, P uses at mostqP(n) qubits
for his private space and at mostqM(n) qubits for each communication with a verifier. The stringP (x) is inter-
preted as a⌈m(n)/2⌉-tuple(P (x)1, . . . , P (x)⌈m(n)/2⌉), with eachP (x)j a description of a quantum circuit acting
on qM(n) + qP(n) qubits. No restrictions are placed on the complexity of the mappingP (i.e., eachP (x)j can be
an arbitrary unitary transformation).

Given anm-message(qV , qM)-space-bounded quantum verifierV , anm-message(qM, qP)-space-bounded
quantum proverP , and an inputx of length n, we define a circuit(V (x), P (x)) acting overV ⊗M⊗P
of q(n) qubits as follows. Ifm(n) is odd, circuitsP (x)1, V (x)1, . . . , P (x)(m(n)+1)/2 , V (x)(m(n)+1)/2 are
applied in sequence, eachV (x)j to V ⊗M and eachP (x)j to M⊗P . If m(n) is even, circuits
V (x)1, P (x)1, . . . , V (x)m(n)/2, P (x)m(n)/2, V (x)m(n)/2+1 are applied in sequence.

At any given instant, the state of the entire system is a unit vector in the spaceV ⊗M⊗P . At the beginning
of the protocol, the system is in the initial state such that all the qubits inV ⊗M⊗P are in state|0〉. In caseV
and/orP have some auxiliary quantum statesρ and/orσ at the beginning of protocol, the qubits in the private space
of V and/orP corresponding to these auxiliary quantum states are initialized toρ and/orσ, respectively. In such
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a case, the state of the entire system may be in a mixed state inD(V ⊗M⊗P), and the descriptions below are
interpreted in the context of mixed states with proper modifications.

For every inputx of lengthn, the probabilitypacc(x, V, P ) that(V, P ) acceptsx is defined to be the probability
that an observation of the output qubit in the{|0〉, |1〉} basis yields|1〉, after the circuit(V (x), P (x)) is applied to
the initial state|ψinit〉 ∈ V ⊗M⊗P . Let Πacc be the projection onto the space consisting of states whose output
qubit is in state|1〉. Then,pacc(x, V, P ) = ‖ΠaccV (x)(m(n)+1)/2P (x)(m(n)+1)/2 · · ·V (x)1P (x)1|ψinit〉‖2 if m(n)
is odd, andpacc(x, V, P ) = ‖ΠaccV (x)m(n)/2+1P (x)m(n)/2V (x)m(n)/2 · · ·P (x)1V (x)1|ψinit〉‖2 if m(n) is even.

The class of problems having anm-message quantum interactive proof system with completeness accepting
probability at leastc and soundness accepting probability at mosts is denoted byQIP(m, c, s). The following is
the formal definition of the classQIP(m, c, s).

Definition 43. Given a polynomially bounded functionm : Z
+ → N and functionsc, s : Z

+ → [0, 1], a problem
A = {Ayes, Ano} is in QIP(m, c, s) iff there exist polynomially bounded functionsqV , qM : Z

+ → N and anm-
message(qV , qM)-space-bounded quantum verifierV for quantum interactive proof systems such that, for everyn
and for every inputx of lengthn,

(Completeness) ifx ∈ Ayes, there exist a functionqP : Z
+ → N, and anm-message(qM, qP)-space-bounded

quantum proverP such that(V, P ) acceptsx with probability at leastc(n),

(Soundness) ifx ∈ Ano, for any functionq′P : Z
+ → N, and anym-message(qM, q′P)-space-bounded quantum

proverP ′, (V, P ′) acceptsx with probability at mosts(n).

Next, we introduce the notions ofpublic-coin quantum verifiers andpublic-coin quantum interactive proof
systems. Intuitively, a quantum verifier for quantum interactive proof systems is public-coin if every message from
V consists of a sequence of outcomes of a fair classical coin-flipping.

Formally, anm-message(qV , qM)-space-bounded quantum verifierV for quantum interactive proof systems is
public-coinif V has the following properties for everyn and for every inputx of lengthn. At thejth transformation
of V for 1 ≤ j ≤ ⌊m(n)/2⌋, V first receives at mostqM(n) qubits from a prover, then flips a fair classical coin at
mostqM(n) times to generate a random stringrj of length at mostqM(n), and sendsrj to the prover.

An m-message(qV , qM, qP)-space-bounded quantum interactive proof system ispublic-coin if the associated
m-message(qV , qM)-space-bounded quantum verifier is public-coin.

The class of problems having anm-message public-coin quantum interactive proof system with completeness
accepting probability at leastc and soundness accepting probability at mosts is denoted byQAM(m, c, s). The
following is the formal definition of the classQAM(m, c, s).

Definition 44. Given a polynomially bounded functionm : Z+ → N and functionsc, s : Z+ → [0, 1], a problem
A = {Ayes, Ano} is in QAM(m, c, s) iff there exist polynomially bounded functionsqV , qM : Z

+ → N iff there
exist polynomially bounded functionsqV , qM : Z

+ → N and anm-message(qV , qM)-space-bounded public-coin
quantum verifierV for quantum interactive proof systems such that, for everyn and for every inputx of lengthn,

(Completeness) ifx ∈ Ayes, there exist a functionqP : Z
+ → N, and anm-message(qM, qP)-space-bounded

quantum proverP such that(V, P ) acceptsx with probability at leastc(n),

(Soundness) ifx ∈ Ano, for any functionq′P : Z
+ → N, and anym-message(qM, q′P)-space-bounded quantum

proverP ′, (V, P ′) acceptsx with probability at mosts(n).
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B Note on the Choice of Universal Gate Set

When proving statements concerning quantum perfect zero-knowledge proofs or proofs having perfect complete-
ness, we assume that our universal gate set satisfies some conditions, since these “perfect” properties may not hold
with an arbitrary universal gate set.

For instance, in the case of the paper by Kitaev and Watrous [20], when we try to implement their parallelization
protocol to three messages byunitary quantum circuits, we need to implement the controlled-unitary operation
controlled by the message indexr chosen by the verifier at his first transformation. If this implementation is not
exact, we may lose the perfect completeness property after the parallelization, which affects their final statement
that any problem inQIP has a three-message quantum interactive proof system ofperfect completenesswith
exponentially small error in soundness.

Furthermore, in the case of the paper by Marriott and Watrous[23], their method of converting any three-
message quantum interactive proof system to a three-message public-coin one works well only if the original
three-message protocol is implemented withunitary quantum circuits. Thus, their result inherits the problem of
how to implement with unitary circuits the parallelizationprotocol due to Kitaev and Watrous [20], when claiming
their statement in a final form that any problem inQIP has a three-message public-coin quantum interactive proof
system ofperfect completenesswith exponentially small error in soundness (i.e.,QIP ⊆ QMAM(1, 2−p) for any
polynomially bounded functionp).

This is also the case for the present paper, since we are usingboth a modified version of the parallelization
protocol due to Kitaev and Watrous [20] and a public-coin technique due to Marriott and Watrous [23]. In our
case, if the implementations of the controlled-unitary transformations are not exact, we may lose the perfect zero-
knowledge property after the parallelization, since the implementations used for the simulator may differ from
those used for the honest verifier.

One direct solution to avoid these problems is to use such a universal gate set that (i) the Hadamard and Toffoli
gates are exactly implementable with a constant number of gates in the universal gate set, and (ii) given a circuitQ
consisting of gates in the universal gate set that exactly implements a unitary transformationU , we can construct
another circuitQ′ consisting of gates in the same universal gate set that exactly implements the controlled-U
transformation such that the size ofQ′ is bounded by polynomial with respect to the size ofQ. For instance, if the
Toffoli gate is in our universal gate setU and the controlled-U gate is necessarily included inU for any gateU in U

not of controlled-unitary type, the condition (ii) is satisfied. This is because the controlled-controlled-U operator is
easily realized by the controlled-U and Toffoli gates. From these observations, one can see that, for example, the
set consisting of the Hadamard gate, the controlled-Hadamard gate, and the Toffoli gate satisfies both (i) and (ii).

Watrous [35] pointed out that the condition (ii) is actuallynot necessary for our purpose. In fact, what we
need is a unitary implementation of the parallelization protocol that does not lose the “perfect” properties. The
essence of the Kitaev-Watrous parallelization method liesin the use of the controlled-swap test. Note that, if
we may assume the condition (i), the controlled-swap transformation can be implemented exactly. Now, instead of
implementing the controlled-unitary operation controlled by the message indexr, we may implement the following
that is sufficient for our purpose. For simplicity, it is assumed thatr is chosen from the set{0, . . . , 2l − 1} for
some positive integerl (such an assumption does not lose generality because we can appropriately add “dummy”
messages to the underlying protocol so that the number of messages becomes2l+1 in the underlying protocol),
and the unitary transformationUr is applied whenr is chosen. SupposeUr acts overq qubits in a registerT,
for eachr. We prepare ancillae ofq qubits in a registerAr for eachr, and set the control qubits in a registerC

to the state 1√
2l

∑2l−1
r=0 |r〉. We first swap the content ofT and that ofAr when the content ofC is r, for each

r (this can be realized using controlled-swap transformations). Next we applyU0 ⊗ · · · ⊗ U2l−1 to the qubits in
(A0, . . . ,A2l−1), and then we again swap the content ofT and that ofAr when the content ofC is r, for eachr.
This results in applyingU0 ⊗ · · · ⊗ Ur−1 ⊗ I2q ⊗ Ur+1 ⊗ · · · ⊗ U2l−1 to some meaningless quantum state when
the content ofC is r, and thus, would not keep the coherence of the quantum state in C. However, recall that
the control part in the Kitaev-Watrous parallelization protocol is the message indexr, which is originally chosen
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at randomclassicallywhen we describe the protocol in a non-unitary manner. Hencesuch decoherence does not
affect the protocol at all, and we can have the unitary implementation of the protocol only using the circuits for
Ur ’s and for the controlled-swap operation. We may also use a similar technique when constructing a simulator. To
avoid unnecessary complication, now the honest verifier sends all the ancilla qubits in the registersA0, . . . ,A2l−1 to
a prover at the second message in addition to the actual message prescribed in the protocol. The honest prover just
ignores these ancilla qubits when sending the third message, and the simulator does not need to simulate the ancilla
qubits. Therefore, all the “perfect” properties claimed inthis paper (and ones in Refs. [20, 23]) hold with any gate
set such that the Hadamard transformation and any classicalreversible transformations are exactly implementable.
Fortunately, most of the standard gate sets satisfy this condition. A typical example is the Shor basis [30] consisting
of the Hadamard gate, the controlled-i-phase-shift gate, and the Toffoli gate.
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